





National Security Legislation and National Innovation Systems:
An International Trend Towards Investment Controls

National Innovation Systems can be defined as “the elements and
relationships, which interact in the diffusion, production and use of new and
economically useful knowledge (...) either located within or rooted inside the
borders of a nation-state” (Lundvall 1992). This is a nationally defined view
prevalent in early innovation systems literature and which is also apparent in
the definition of National Innovation Systems as “the national institutions, their
incentive structures and their competencies, that determine the rate and direction
of technological learning (or the volume and composition of change generating
activities) in a country” provided by Patel and Pavitt (1994).

In this section, I briefly outline the forms of national security-framed
economic controls in legislation before focusing on investment controls in this
context. We can broadly separate national security controls and legislation into
three categories while assuming considerable overlap and interaction: export
controls, labor controls, and capital controls.

Export Controls

National security concerns have led governments to implement export controls
to safeguard critical technologies, sensitive information, and strategic resources from
falling into unauthorized hands. The link between national security and export
controls has become a significant aspect of contemporary international trade
regulations. Governments worldwide have adopted export controls to protect their
vital interests, technological advancements, and military capabilities. These controls
prevent unauthorized transfers of sensitive goods, technologies, and know-how that
could compromise national security. The primary objectives of export controls are to
protect national security interests by preventing the unauthorized transfer of critical
technologies, sensitive information, and strategic resources to unauthorized entities
or hostile actors. Export controls seek to preserve military advantage, safeguard
national defense capabilities, and prevent the proliferation of weapons of mass
destruction (WMD) and other strategic assets. Additionally, export controls ensure
compliance with international non-proliferation treaties and agreements.

Countries 1mplement export controls through comprehensive legal
frameworks designed to regulate the export of sensitive goods and technologies.
These frameworks often include lists of controlled items, technology transfer
restrictions, and licensing procedures. The United States, for instance, has export
controls administered by agencies like the Bureau of Industry and Security (BIS)
under the Export Administration Regulations (EAR) and the International Traffic
in Arms Regulations (ITAR) overseen by the Directorate of Defense Trade Controls
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(DDTC) (Matheny 2011). Another key example i1s Taiwan’s Foreign Trade Act
and Regulations Governing Export of Commodities, administered by its Bureau
of Foreign Trade, which operates in an especially dynamic regional geopolitical
context and housing a highly developed and globally competitive semiconductor

industry. One significant challenge is
balancing safeguarding national security
interests and avoiding undue restrictions
on legitimate trade and technology
transfer. Overly restrictive controls may
limit market access for businesses and
hinder technological advancement. The
rapidly evolving nature of technology
and the global supply chain may
also compromise the effectiveness of
export controls. Determining which
technologies are genuinely sensitive
and controlling their transfer poses
an ongoing challenge. Therefore,
overly prescriptive methods could be
counterproductive, and more agile
regulatory structures (such as agency-led
control list-type approaches) might be
advantageous here. However, constant
ministerial oversight, if concentrated,
can also lend to a degree of arbitrariness
and undermine predictability. The
implications of export controls on global
trade and international relations are
significant. Export controls can disrupt
supply chains, affecting exporters
and importers of controlled goods
and technologies. They may increase
business costs and potential retaliatory
measures from other countries.

One significant challenge

15 balancing safeguarding
national security interests and
avoiding undue restrictions
on legitimate trade and
technology transfer. Overly
restrictwe controls may limit
market access for businesses
and hinder technological
advancement. ‘I he rapidly
evolving nature of technology
and the global supply chain
may also compromuse the
effectiveness of export
controls. Determining which
technologies are genuinely
sensitwe and controlling
thewr transfer poses an
ongoing challenge.

A subset worth noting is the criminalization of the transfer of knowledge
and “trade secrets” in the sense of industrial espionage, and a trend towards such
legislation 1s also prevalent, coupled with controls on the export of information
understood as beneficial to the interests of a foreign power and against the interests
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of the host State. Such legislation is clearly interlinked with the concept of export
controls as it impacts tangibles and non-tangibles. It should be considered alongside
export controls in the context of a knowledge-driven economy and innovation
system openness. In this regard, a very recent piece of legislation is the UK’s
National Security Bill (2023), which has just received royal assent at the time of
this article’s writing.

Labor Controls

Labor controls can be used to serve diverse national security objectives. One
of the primary goals 1s to protect domestic employment by regulating the influx
of foreign labor in sensitive sectors. These frameworks encompass visa and work
permit regulations, labor market testing requirements, and restrictions on foreign
labor participation in specific industries. An example of restricting participation 1s
the restriction of public sector positions to citizens or even natural-born citizens.
In the United Kingdom, the Civil Service Nationality Rules currently allow
applications from European Economic Area (EEA) nationals (including British
citizens), Commonwealth citizens, and Swiss and Turkish nationals. However, only
UK nationals are eligible for employment in reserved posts. People applying to
join the UK’s armed forces must be British or Commonwealth citizens or from
the Republic of Ireland (either as a sole or dual national). A starker example in the
subset of visa and work permit regulations that have had broader ramifications 1s
the recent U.S.-China “Visa War,” where the U.S. revoked visas for Chinese scholars
Oover security concerns.

Countries with high-security concerns may have strict visa requirements
and quotas for foreign workers in critical industries. In contrast, others may have
more flexible labor mobility policies to attract skilled labor and boost economic
growth. Labor controls may hinder workforce mobility, reducing opportunities for
international cooperation and knowledge exchange, and stricter labor controls can
lead to labor shortages in critical industries, impacting productivity and growth. Such
controls may limit innovation by restricting access to diverse talent and expertise.

Capital Controls

The convergence of national security with capital controls has become a
crucial aspect of contemporary economic policymaking. Governments worldwide
have utilized capital controls to address national security concerns associated with
financial stability, economic vulnerability, and technological dependency. One
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established objective is safeguarding financial stability by mitigating the risks of
speculative capital flows, currency volatility, and potential systemic crises. By limiting
the sudden outflows of capital during economic stress, countries seek to maintain a
stable and resilient financial system.

However, a key motivation for

capital controls is to protect strategic [A ] /‘C@) motwation ﬁ?’ Cdﬁilfal
industries ﬁ.“om-foreign acquisitions and controls is 1o protect SIf?”dIf@giC
undue foreign influence. Governments . . .

may use capital controls to prevent Zﬂd%&tﬂ&?ﬁ OMJFOWZg?Z

hostile takeovers of critical assets and CngZti sihions and undue ﬁ?”&g?’l

maintain control over strategic sectors Zﬂﬂu ence. Gover A
that have national security implications.  OCETTHMERLS T

Moreover, capital controls address use capital controls to prevent

technological dependency and protect hostile takeovers Qf critical
national interests related to intellectual

property rights, data privacy, and assets and maintain control

sensitive  technologies.  Controlling over stmlfegz'c sectors that have

the flow of capital can help prevent . . C
national security implications.

the unauthorized transfer of critical
technologies to foreign entities.

Implementing capital controls involves comprehensive legal frameworks
tailored to address specific national security priorities. These frameworks may
include regulations on cross-border capital flows, foreign direct investment (FDI)
restrictions, and financial transaction monitoring. Various countries have adopted
specific legal mechanisms to implement capital controls based on their unique
economic and security considerations. For example, Iceland utilized capital
controls during its 2008 financial crisis to prevent a sudden outflow of foreign
investments, protecting its financial system (Baldursson & Thorlaksson 2023).
Similarly, China has implemented capital controls to manage capital flows and
maintain monetary stability, especially during economic uncertainty.

The implementation of capital controls for national security purposes faces
several challenges. One significant challenge is balancing safeguarding national
security interests and maintaining an attractive investment climate. Stricter
capital controls may deter foreign investors and limit access to capital, potentially
impacting economic growth and innovation. Capital controls may increase
regulatory burdens and compliance costs for businesses, particularly cross-border
transactions, reducing international investment and trade and limiting a country’s
economic opportunities and global competitiveness. Stricter capital controls can
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reduce foreign direct investment, portfolio flows, and cross-border transactions,
limiting a country’s access to foreign capital and impeding economic growth.

Overly restrictive capital controls can be vulnerable to evasion and may foster
informal or illicit financial activities. Capital flight through informal channels can
thereby undermine the effectiveness of official controls and hinder the achievement
of national security objectives. Therefore, the implications of capital controls
on international capital flows and economic growth can be significant and well
understood when implementing such policies, especially in a given specific national
context. Capital controls play a critical role in protecting national security interests by
regulating international capital flow. However, their implementation requires careful
consideration of potential challenges and implications for international capital flows
and economic growth. Striking a balance between safeguarding national security
imperatives and fostering an attractive investment climate is essential.

INVESTMENT CONTROLS

National security and investment controls have become increasingly
intertwined in international trade and foreign investments. Governments worldwide
are utilizing regulatory frameworks to safeguard national security interests while
striking a balance to maintain open markets and attract foreign investment. There
is a need for robust, transparent, and predictable investment control mechanisms.

The interplay between national security and foreign investments has brought
investment controls to the forefront of global policy discussions. As nations seek
to protect their critical assets and technologies from foreign influence, investment
controls have emerged as a critical instrument to safeguard national security interests.
These controls regulate cross-border investments, mergers, and acquisitions that
have implications for national security.

The primary objective of investment controls is to protect critical assets,
industries, and technologies that have strategic importance to a country’s national
security. Such controls prevent foreign acquisitions or investments that may lead to
unauthorized access to sensitive information, intellectual property theft, or undue
influence over key sectors. By carefully scrutinizing inbound investments, countries
aim to mitigate potential risks while ensuring that foreign direct investments do not
compromise their core national interests.

Investment controls are implemented through legal frameworks, which vary
from country to country. Some nations have specific laws and regulations solely
dedicated to foreign investment review processes for national security purposes,
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while others incorporate investment controls within broader national security
legislation. Countries like the United States, Australia, and Canada have well-
established mechanisms to review and assess foreign investments for potential
national security risks, such as the Committee on Foreign Investment in the United
States (CFIUS) and the Investment Canada Act. The European Union recently
introduced the Foreign Direct Investment Screening Regulation to coordinate
investment screening among its member States.

Implementing investment controls for national security has faced several
challenges and criticisms. One key challenge is striking a balance between
safeguarding national security and maintaining an attractive investment climate.
Stricter investment controls may deter foreign investors and limit access to capital,
potentially impacting economic growth and innovation.

Additionally, investment controls can be vulnerable to political manipulation
and protectionist motives, leading to accusations of discriminatory practices or lack
of transparency. Critics argue that ambiguous criteria and discretionary decision-
making in investment reviews may undermine confidence in the regulatory process
and deter legitimate foreign investors.

The growing use of investment controls for national security purposes has
significant implications for businesses and the global economy. Businesses need
to navigate complex regulatory landscapes, engaging in risk assessments and due
diligence to understand their investments’ potential national security implications.
Heightened scrutiny may lead to longer approval processes and increased compliance
costs for investors, affecting the speed and ease of cross-border transactions. For
the global economy, an increasing trend toward investment controls could hinder
international trade and investment flows, potentially fragmenting markets and
reducing overall economic growth.

Investment controls have become critical for nations seeking to protect
their national security interests in an interconnected global economy. While the
objectives of nvestment controls are justified, their implementation requires careful
consideration to strike the right balance between national security and fostering
an environment conducive to foreign investment and innovation. Transparent,
predictable, and non-discriminatory investment control mechanisms can safeguard
national security while promoting international trade and economic prosperity.

The choice to focus on investment controls as a form of capital controls is driven
by recent global developments that have highlighted their significance in addressing
national security concerns and protecting critical assets and industries. Investment
controls have emerged as crucial mechanisms for governments to safeguard their
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economic sovereignty, technological advancements, and strategic interests in an
increasingly interconnected and competitive global economy. Several examples of
legislation and policy developments worldwide illustrate the growing prominence of
investment controls as an essential toolin national security and economic policymaking:

The United States has significantly strengthened its investment control
regime 1n recent years. The enactment of the Foreign Investment Risk Review
Modernization Act (FIRRMA) in 2018 expanded the Committee on Foreign
Investment in the United States (CFIUS) scope. CFIUS now has broader jurisdiction
to review and scrutinize foreign
acquisitions of critical infrastructure,

T he choice to focus on

sensitive technologies, and emerging

technologies that may pose national
security risks. The legislation empowers
CFIUS to block or impose conditions on
foreign investments deemed to threaten
national security interests. This key
legislation was coupled with the Export
Control Reform Act of 2018 (ECRA),
which forms its counterpart in the
export control category outlined above.

The US. has an established
history of investment controls. Farly
investment controls included legislation
such as the Trading with the Enemy
Act (1917) which gave powers to control
investments 1n enemy countries and
assets owned by enemy nationals.
Through amendment by the 1933
Emergency Banking Act, powers were
extended. In World War II, the First
War Powers Act of 1941 gave the U.S.
President greater authority to regulate
foreign investment and control critical
assets deemed vital to the nation’s

mvestment controls as a form
of capital controls is driven
by recent global developments
that have highlighted thevr
significance in addressing
national security concerns and
protecting critical assets and
industries. Investment controls
have emerged as crucial
mechanisms for governments
to safeguard therr economic
sovereignty, technological
advancements, and strategic
interests in an increasingly
interconnected and
competitie global economy.

defense. Following World War II, the Cold War era brought new security challenges
but also meant that investment controls, amongst other controls, were reframed
to address more strategically framed interests, as opposed to previous legislation,
primarily framed around active belligerents in wartime scenarios.
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The passage of the Defense Production Act of 1950 granted the President
authority to impose controls on certain foreign investments that might threaten
national security. This more comprehensive approach framed around broad national
security concerns led to the establishment of the CFIUS in 1975, which, following
the Exon-Florio Amendment in 1988, was given a strengthened authority to review
foreign acquisitions of U.S. companies, expanding CFIUS’s jurisdiction, allowing it
to review transactions that could result in “foreign control”, broadly defined, of a U.S.
business, even if the transaction did not involve a controlling interest through majority.
As noted above, the passage of FIRRMA significantly expands CFIUS’s authority
and scope to review certain non-controlling investments, real estate transactions,
and critical technologies related to national security. It also provides CFIUS with
additional resources to address the evolving landscape of national security concerns.
FIRRMA marks, therefore, another step-change in investment control.

As with the case of the United States, early development in modern investment
controls in the UK happened in the early 20th century, when during World War I,
the UK enacted the Trading with the Enemy Act (1914), and World War II saw
the Trading with the Enemy Act 1939 receive royal assent. As with the case of the
United States, this early legislation targeted hostile nations during wartime. However,
it began to develop into peacetime-focused regulation in the mid-20th century.

In the UK contemporary context, the key piece of legislation enacted in the
recent trend was the National Security Investment Act (2021), which, coupled with
the recent National Security Act (2023), forms the UK equivalent legislation to the
aforementioned U.S. developments. The bill, which became the National Security
and Investment Act 2021, was announced in the Queen’s Speech in December 2019,
and the Act received royal assent in April 2021, coming into force in January 2022.

Until the National Security Investment Act 2021 (NSIA), the UK had used
the Enterprise Act 2002 as the legislative basis to examine mergers for national
security purposes. Following a review, the Enterprise Act 2002 (Share of Supply Test)
(Amendment) Order 2018 (S.I. 2018/578) and the Enterprise Act 2002 (Turnover
Test) (Amendment) Order 2018 (S.I. 2018/593) provided short-term measures
leading up to the introduction of NSIA. It amended the “share of supply” and
“turnover” thresholds to allow the Secretary of State to intervene in more mergers
on public interest grounds in three sectors of military or dual-use goods subject to
export control, computer processing units, and quantum technology.

A further two orders, the Enterprise Act 2002 (Share of Supply Test)
(Amendment) Order 2020 (S.I. 2020/748) and the Enterprise Act 2002 (Turnover
Test) (Amendment) Order 2020 (S.I. 2020/763) were made on July 20, 2020 to
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expand on the 2018 measures. These orders expanded the “share of supply” and
“turnover” thresholds to enable the Secretary of State to intervene in mergers
on public interest grounds in three additional sectors of the economy where the
amended share of supply and turnover thresholds were artificial intelligence (Al),
cryptographic authentication technologies, and advanced materials.

The NSIA established a comprehensive regime including powers, amongst
others, to issue “call-in” notices that the Secretary of State may use to call in
acquisitions of control over qualifying entities or assets (“trigger events”) to
undertake a national security assessment whether or not they have been notified
to the Government, a mandatory notification system requiring proposed acquirers
of certain shares or voting rights in specified qualifying entities to obtain clearance
from the Secretary of State for their acquisitions before they take place, enable
the Secretary of State to amend by regulations the acquisitions which fall within
scope of the mandatory notification system, a voluntary notification system which
encourages notifications from parties who consider that their trigger event may
raise national security concerns.

The NSI Act thereby significantly expands the Government’s powers to
scrutinize and intervene in certain types of foreign investments that may have
national security implications. Under the new legislation, the UK government
has the authority to review and potentially block or impose conditions on foreign
investments in 17 critical sectors, including defense, artificial intelligence, nuclear
technology, and advanced materials. The NSI Act introduces a mandatory
notification regime for investors in specified sectors, requiring them to notify the
Government about transactions that may pose national security risks, allowing the
Government to proactively assess and intervene in deals that may have significant
security implications. It is worth noting the power to “call in” unnotified transactions
and review them for potential national security concerns even after the completion
of the transaction.

The NSI Act strengthened the legal framework for investment controls in
the UK. It introduced a new Investment Security Unit responsible for reviewing
investment notifications and conducting national security assessments. The then
Business Energy and Industrial Strategy Select Committee® established a Sub-
Committee on National Security and Investment to pursue an oversight function of
this Unit. A reference was made to the model in the United States, where Congress
provides formal oversight of the screening regime led by the CFIUS, with the chair
of the Committee undertaking a short study visit to Washington DC to understand
how congressional oversight of CFIUS operated.

2. In April 2023, following changes to the departmental structure of the UK Government, the Business, Energy and Industrial Strategy Committee
was renamed the Business and Trade Committee to scrutinize the work of the department with the same name.
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It has been hoped that this external scrutiny will give business stakeholders
confidence in independent oversight, increased transparency, and accountability.
This oversight remains with the business committee, and it should continue to
provide it despite the Investment Security Unit moving under Cabinet Office control
(Business and Trade Committee 2023).

The EU has also moved towards coordinated investment controls across
member States to safeguard strategic industries and technologies. Regulation
2019/452 (as amended, the FDI Regulation or Foreign Direct Investment Screening
Regulation) was adopted in March 2019 and has been applied since October 2020.
The regulation establishes a framework for screening foreign investments that may
affect security and public order across the EU. It encourages member States to
exchange information and coordinate investment reviews to address shared security
risks effectively. It is an important step in the European context, as it is the first
to give the European Commission general powers to review private transactions
since the entry into force of the EU Merger Regulation. This legislation differs from
other examples we have noted in that it does not constitute an EU FDI screening
mechanism but establishes minimum requirements for member States in their
national FDI screening mechanisms and a mechanism for coordinating FDI reviews
between member States. It is the clear desire of the Commission for member States
to implement FDI screening mechanisms under this framework, and there has been
a proliferation of FDI screening mechanisms across the EU as a result.

NATIONAL SECURITY-RELATED INVESTMENT CONTROLS IN BRAZIL

It 1s acknowledged that national security-related investment controls have
emerged as a critical component of economic governance, and this criticality extends
to Brazil, where the protection of strategic assets and technological advancements 1s
paramount. The origins of national security-related investment controls in Brazil can
be traced back to the mid-20th century. The establishment of strategic sectors and
industries, such as defense, energy, and telecommunications, prompted the Brazilian
Government to devise mechanisms to safeguard against undue foreign influence and
potential threats to national security. This era witnessed the promulgation of laws
and regulations to control foreign investment in sensitive areas.

The subsequent decades witnessed a series of policy shifts and legislative
reformsthat furtherrefined Brazil’s approach tonational security-related investment
controls. The 1990s ushered in a period of economic liberalization, prompting
Brazil to reassess its investment control mechanisms in light of evolving global
economic trends. The onset of globalization and increasing cross-border investment
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flows necessitated a recalibration of Brazil’s investment control framework. The
21st century witnessed a growing recognition of the need to balance economic
openness and national security imperatives. Brazil’s integration into global value
chains and the expansion of foreign direct investment prompted policymakers to
adopt a more nuanced approach to investment controls, accounting for economic
opportunities and security concerns.

In recent years, Brazil has tried to modernize and institutionalize its
investment control regime. The creation of dedicated agencies reflects the
Government’s commitment to streamline the review process and enhance
transparency. These measures signify Brazil’s recognition of the evolving nature
of national security threats and the necessity of adapting its regulatory framework
to address contemporary challenges.

Regarding broader economic controls, constitutional amendment EC 6/1995
removed distinctions between foreign and local capital, ending favorable treatment
such as preference for winning bids and tax incentives for companies solely using
local capital. Some elements of Brazil’s constitutional law control foreign investment
in critical sectors, including telecommunications (Law 12485/2011); aerospace (Law
7565/1986 a, Decree 6834/2009, updated by Law 12970/2014, Law 13133/2015,
and Law 13319/2016); and maritime (Law 9432/1997, Decree 2256/1997).

In terms of a national security-framed investment screening process, Brazil has
explored an updated framework but has yet to implement a strict national security-
focused investment screening process in the mode of our previous discussion and in
the context of a trend toward these controls globally. There is an existing requirement,
however, for foreign investments to register with the Banco Central (Central Bank)
within 30 days after investment, and investments that entail technology transfer
or royalties must register with the Brazilian National Institute of Industrial Patent
(INPI). However, it remains the case that Brazil currently needs a comprehensive
investment screening mechanism that is framed around national security interests or
born out of national security legislation.

In 2020, Bill No. 2491/2020 was presented to the Chamber of Deputies to
regulate the inflow of foreign capital in Brazil to prevent operations that pose a
risk to security or public order. The proposal aims to criminalize the use of foreign
government-sponsored capital to gain control over economic activities, production
chains, natural resources, technology, or companies within Brazil.

Concerning capital controls, the proposal introduces additional regulations for
purchasing and selling foreign currency within the country. Per the bill, transactions
exceeding US$ 3 thousand would require completing a specific form and identity
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checks. Presently, the exemption from this form requirement applies to transactions

up to US$ 10 thousand. Regarding foreign ownership, the bill also requires that

company registrations provide comprehensive information regarding foreign capital

ownership and its corresponding percentage.

In the realm of competition
policy, the bill recommends revisions
to the Brazilian Competition Law
(Law No. 12529/11) to classify any
transaction involving foreign capital as
an offense against the economic order if
it poses a risk to security or public order.
Moreover, the bill proposes prohibiting
mergers and acquisitions involving a
significant presence of foreign capital
and “substantial risks.” Transactions
would present “substantial risks” when
they involve mergers and acquisitions
within infrastructure sectors such as
energy, transportation, healthcare, and
sanitation and within supply sectors
such as energy and raw materials.
Such transactions would be subject
to assessment by the Administrative
Council for Economic Defense (CADE),
the Brazilian competition authority.

It 1s worth noting that Bill No.
249172020 did not gain approval
in the previous legislative session.
Consequently, 1t was reintroduced
with the commencement of the new
legislative session in 2023 and 1is
currently under examination by the
Chamber of Deputies’ Committee for
Economic Development.

Natwnal security-related
investment controls have
become a crucial policy tool
Jor developed countries to
safeguard strategic assets

and national interests. {...)
[However; t/he economuc
landscape of newly
industrialized countries 1s
distinct from that of developed
natons. (...) While developed
countries may prionitize
security over economic

gains, Brazil’s reliance on
forewgn wnvestment for growth
compels policymakers to

tarlor investment control
mechanisms to mitigate risks
without deterring much-
needed capital inflows.

In terms of the global trend towards strengthening regulations, national

security-related investment control models in developed countries may present the

challenges we have discussed that may hinder their direct applicability in newly

industrialized countries. There are nuanced considerations that need addressing
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when tailoring investment control mechanisms to suit the unique context of emerging
economies. The limitations of transplanting developed-country models to countries
undergoing industrialization might affect the feasibility of such measures in Brazil.

National security-related investment controls have become a crucial policy
tool for developed countries to safeguard strategic assets and national interests.
However, directly transplanting these models to newly industrialized countries, such
as Brazil, presents complex challenges. Investment control models that have proven
effective in developed nations may not seamlessly translate to Brazil’s context.

The economic landscape of newly industrialized countries is distinct from
that of developed nations. Brazil’s economic growth trajectory, characterized by
rapid industrialization and a growing need for foreign investment, necessitates a
delicate balance between national security concerns and economic development
imperatives. While developed countries may prioritize security over economic gains,
Brazil’s reliance on foreign investment for growth compels policymakers to tailor
investment control mechanisms to mitigate risks without deterring much-needed
capital inflows. The aforementioned effects of investment on the civil-military
industry will also likely have a greater value in Brazil, where the military capabilities
developed from an open National Innovation System will have a positive effect given
Brazil’s strong industrial capacity and history in these industries. =
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Exploring the 2023 U.S. Directive

on Autonomy in Weapon
Systems: Key Advancements
and Potential Implications
for International Discussions

Lutiana Valadares Fernandes Barbosa

Abstract: Despite international efforts, no specific regulation exists on Autonomous
Weapons Systems (AWS) use in armed conflicts. The Department of Defense (DoD)
directives on AWS are essential within the United States and impact international
discussions. In 2023, the DoD reviewed the definition of AWS and semi-AWS,
replacing the word “human operator” with “operator”. We critically present the
revision’s primary shifts, pushbacks, and good practices.

Keywords: Autonomous Weapons Systems; Directive 3000.09; weapon review;
International Humanitarian Law.

Explorando a Diretiva dos Estados Unidos de 2023 sobre
Autonomia em Sistemas de Armas: principais avangos
e implicagdes potenciais para discussoes internacionais

Resumo: Apesar dos esforcos internacionais, nao existe regulamentagao especifica
sobre o uso de Sistemas de Armas Auténomos (AWS) em conflitos armados. As diretri-
zes do Departamento de Defesa (DoD) sobre AWS sao essenciais nos Estados Unidos e
impactam as discussoes internacionais. Em 2023, o DoD revisou a definicao de AWS e
semi-AWS, substituindo a palavra “operador humano” por “operador”. Apresentamos
de forma critica as principais mudancas, retrocessos e boas praticas da revisao.

Palavras-chave: sistemas autonomos de armas; Diretiva 3000.09; revisao de
armas; Direito Humanitario Internacional.
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3000.09, Autonomy i Weapon Systems (United States Department of Defense

2012). By then, the debate over Autonomous Weapons Systems (AWS) was at
a very initial stage. Three years later, the topic began to be informally discussed
at the United Nations (UN) and, in 2017, formally discussed by the Group of
Governmental Experts (GGE) on AWS under the auspices of the Convention on
Certain Conventional Weapons (CCW) (UNODA 2023).

Throughout the last decade, AWS, which initially resembled characters
of science fiction movies, has been used in the international scenario. In 2021,
an expert panel report addressed to the UN Security Council acknowledged the
deployment of the attack drone AWS STM Kargu-2 (Kargu 2022) in Libya in
2020 and that other AWS might have been used in the ongoing Russian—Ukraine
conflict (Kallenborn 2022). The report states: ““I'he lethal autonomous weapons

In 2012, the United States published the Department of Defense (DoD) Directive

systems were programmed to attack targets without requiring data connectivity
between the operator and the munition: in effect, a true ‘fire, forget and find’

capability” (UNSC 2021, 17).

Despite diplomatic efforts and achievements through the excellent work of the
Brazilian Ambassador Flavio Soares Damico, Chair of the 2021-2023 CCW GGE,
and predecessors, diplomatic pace is much slower than technological development.
While AWS remains without specific regulation in the international arena, few States
—such as the U.S. and the United Kingdom (United Kingdom Ministry of Defense
2017) — have their directives on AWS or have made them publicly available. The
2012 U.S. Directive 3000.09 has not only expressed the U.S. position on the debate
but also impacted the international discussions, as it was the first State directive on
AWS (Insinna & Mehta 2022) and reflected in the U.S. delegation statements at
the CCW GGE (United States Delegation 2018, 2). Its concept, for instance, was
embraced by international NGOs (Horowitz 2016, 85).

Published in 2012 before the debate at the UN began, Directive 3000.09

has highly influenced international discussions. Following the technological
developments since then, in 2023, the DoD published a new Directive 3000.09
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with the potential to impact the ongoing international debate, which takes place
mainly under the auspices of the CCW. The novel definition, for instance, 1s the
one contained in the delegations from Australia, Canada, Japan, the Republic of
Korea, the United Kingdom, and the United States, as well as Draft articles on
AWS prohibitions and other regulatory
measures based on International
Humanitarian Law (IHL), submitted
to the CCW GGE in 2023 (Australia
et al. 2023).

Published in 2012 before
the debate at the United
Nations began, Directive
3000.09 has highly
influenced international
discussions. Following the
technological developments
since then, in 2023, the
Department of Defense

The present article analyzes the
main novelties of the 2023 Directive
3000.09 and their possible impacts
on the international discussion
on AWS: substituting the word
“human operator” for “operator”
in the definition of AWS and semi-
AWS; adding a restriction on the
requirement of appropriate levels

of human judgment and elucidating
the definition of failure; adding new
requirements for AWS review and
deployment; introducing concepts
such as transparency, auditability, and
explainability; and establishing the
AWS Working Group. After critically
presenting the primary shifts, this
article discusses the good practices
and pushbacks to the international
community in the final considerations.

published a new Directive
3000.09 with the potential
to impact the ongoing
international debate,

which takes place mainly
under the auspices of the
Convention on Certain
Conventional Weapons.

Less than one month after the

2023 Directive was issued, the U.S. launched a Political Declaration at the
Responsible Al in the Military Domain (REAIM) Conference in the Hague
(United States Department of State, 2023). The political declaration enunciates
what the U.S. envisions as best practices and shared values on responsible use
of Al in the military domain and calls on States to adhere to it. Therefore,
considering the pros and cons of the 2023 DoD Directive 3000.09 innovations,
we will do so in light of the U.S. Political Declaration on Responsible Military
Use of Artificial Intelligence and Autonomy.

Ano 2/N°7/Jul-Set 2023 - 119



Barbosa

THE NEW DEFINITION OF AWS

Until now, there was no internationally agreed definition of AWS, and the
2012 DoD Directive 3000.09 Definition has been widely used in the international
debate (Davison 2017). The 2012 DoD Directive defined AWS as:

A weapon system that, once actwated, can select and engage targets without further
intervention by a human operator. This includes human-supervised autonomous
weapon systems that are designed to allow human operators to override operation of

the weapon system, but can select and engage targets without further human input
after activation (United States Department of Defense 2012).

The 2023 DoD Directive maintains the structure of the former definition but
excludes reference to humans. It defines AWS as:

A weapon system that, once actwated, can select and engage targets without
Surther intervention by an operator. This includes, but is not limited to, operator-
supervised autonomous weapon systems that are designed to allow operators to
override the operation of the weapon system, but can select and engage targets
without further operator input afler activation (United States Department of
Defense 2023a. Our emphasis.)

As observed, the 2023 Directive opted to delete the term “human” from the
definition and substitute it for “operator”. Despite Scharre’s claim that the “core
of the definition of an autonomous weapon has not changed” (Scharre 2023, our
emphasis), this paper claims that, in the context of the development of autonomous
technologies, the removal of the word “human” changes the definition. In this
sense, Horowitz, the director of the Emerging Capabilities Policy Office at the
Pentagon Institute for Security and Technology (IST), has affirmed that “every
change we made to the directive was a response to a question or sometimes

multiple questions that we got about the original directive” (Institute for Security
and Technology 2023).

The draft articles on AWS presented by Australia, Canada, Japan, the
Republic of Korea, the United Kingdom, and the United States at the meeting of

Governmental Experts on Lethal Autonomous Weapons in March 2023 included
the novel U.S. DoD definition (Australia et al. 2023).
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The language change means an option to accept, or at least open the doors
for future acceptance, that non-human operators also perform the actions stated
in the Directive. Annex III of the Draft articles on AWS, released after the 2023
Directive, corroborates this interpretation. There is a reference to a human operator,
indicating, a contrario sensu, that the operator could be a non-human.

6. The IHL requirements and principles including inter alia distinction, proportionality,
and precautions in attack must be applied through a chan of responsible command
and control by the human operators and commanders who use weapons systems based
on emerging technologies in the area of lethal autonomous weapons systems (2019

Report 17d apud Australia et al. 2023).

The 2012 Directive’s “human operator” language also conveys that an
operator could be or not be a human. In the same sense, the DoD Dictionary of
Military and Associated Terms, as of November 2021, defines: “unmanned aircraft
— An aircraft that does not carry a human operator and is capable of flight with or
without human remote control. Also called UA (JP 3-30)” (United States Office of
the Chairman of the Joint Chiefs of Staff 2021). Therefore, an unmanned aircraft
could carry a non-human operator.

The novel definition has the side effect of assenting, with a broader distance,
between human action and AWS deployment, as a human operator could activate
a non-human operator that, in turn, activates the AWS.

The 2023 Directive’s glossary defines an operator as “A person who operates a
platform or weapon system”. The glossary refers not to “human,” but to “person”.
Our interpretation is that the term “person” embraces individuals, natural and legal
entities, as defined in legal dictionaries:

Person. 1. A human being 2. An entily (such as a corporation) that is recognized by
the law as having the rights and duties of a human being (Garner 1999, 1162).

In the same sense, the U.S. Code (18 U.S.C. § 2510 (6)), in the chapter dealing
with “Wire and Electronic Communications Interception and Interception of Oral
Communications”, defines “person” as “any employee, or agent of the United
States or any State or political subdivision thereof, and any individual, partnership,
association, joint stock company, trust, or corporation”. Therefore, there is room
for interpretation that agents under the 2023 Directive could be legal persons.
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As US. law currently stands, artificial
intelligence (AI) does not bear legal
personality, but legal persons can adopt
decision-making processes through Al
Despite Scharre stating there is “No
need to worry about bots controlling
bots!” (Scharre 2023, 6), the Directive

I here 1s room_for
inlerpretation that agents
under the 2023 Directive
could be legal persons.
As U.S. law currently

updates ensure U.S. global leadership
on AWS considering the technological
advances (United States Department of

Detfense 2023b). In 2012, algorithmic
impacts on the military domain

stands, artificial intelligence
(A1) does not bear legal
personality, but legal persons
can adopt decision-making
processes through AL (...)
Considering the actual

Al developments and the

language changes, there

appeared distant and futuristic (Insinna
& Mehta 2022). Considering the actual
Al developments and the language
changes, there 1s room for interpretation
that this might indeed mean, in the
future, “bots controlling bots”.

The increased distance from . . .
' ° Ls room_for interpretation

that this might indeed
mean, n the future,

the human element means that under
the definition of the 2023 Directive,
a human agent might turn on a
legal person’s decision device that

(19 ; 29
operates through AI, which activates bots COHZf?’OHan bots”.

the AWS. Under the 2023 Directive,

commanders and operators are still required to exercise “appropriate levels of
human judgment over the use of force,” as discussed in the next section. However,
this human judgment could be of the human that activates a legal person’s Al

decision-making, for example. Human judgment is required over the use of force
and not over the AWS.

We acknowledge the possible view that broadening the scope of AWS
definition to those legal persons who can activate does not mean a lower level of
human involvement, as the new Directive states that weapon systems activated by
whatever persons are considered AWS. However, we disagree with this viewpoint
since the novelty implies recognizing the acceptance of AWS activated by non-
human operators.

This innovation goes contrary to the claims by International Human
Rights Law and International Humanitarian Law organizations such as the
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International Committee of the Red Cross (ICRC 2019), Human Rights Watch
(Wareham 2021,1), Stop Killer Robots (Docherty, 2019), and some States that
claim for a higher level of human involvement in the process. We also observe
that the 2012 Directive comprised fifteen pages and used the word “human”
fifteen times, whereas the 2023 Directive used the word “human” twelve times
in its twenty-four pages.

RESTRICTIONS ON THE REQUIREMENT OF APPROPRIATE LEVELS
OF HUMAN JUDGMENT

Human-machine interaction is a pressing issue in the international discussions
at CCW GGE on AWS. While States seem to agree that some human-machine
interaction 1s necessary (ICRC 2019), States broadly diverge on how it should be.
Some States claim for meaningful human control (Acheson 2021), which requires a
higher degree of human involvement. Other States, such as Israel, Russia, and the
U.S., refuse this concept (Acheson 2021, 13). The U.S. advocates for appropriate
levels of human judgment:

Appropriate” 1s a flexible term that reflects the fact that there is not a fixed,
one-size-fits-all level of human judgment that should be applied to every context.
What s “appropriate” can differ across weapon systems, domains of warfare,
types of warfare, operational contexts, and even across different functions in a
weapon system. Some_functions might be better performed by a computer than a
human being, while other functions should be performed by humans (United States
Delegation 2018, 2).

Therefore, appropriate levels of human judgment do not “require manual
human control of the weapon system (...) but rather broader human involvement
in decisions about how, when, where, and why the weapon will be employed”
(Congressional Research Service 2022). Humans deploy AWS to the best of their
knowledge. They must not exercise what some interpret as the higher control
threshold, as “control is more likely to ensure that humans have the power to
reverse a machine’s decision on a particular attack” (Human Rights Watch 2016).
The 2023 Directive maintains the 2012 requirement of AWS design, training,
and testing “to allow commanders and operators to exercise appropriate levels of
human judgment over the use of force” (United States Department of Defense
2023a, 3, 6, 10, 11, 15).

Ano 2/N°7/Jul-Set 2023 - 123



Barbosa

In the U.S. Political Declaration on Responsible Military Use of Artificial
Intelligence and Autonomy, the U.S. also calls for the appropriate levels of human
judgment standards by stating:

L. States should ensure that relevant personnel exercise appropriate care, including
appropriate levels of human judgment, in the development, deployment, and use of
mulitary Al capabilities, including weapon systems incorporating such capabilities

(Unated States Department of State 2023).

It only calls on human control regarding nuclear weapons:

B. States should maintain human control and involvement for all actions critical to

imforming and execuling sovereign decisions concerning nuclear weapons employment
(Unated States Department of State 2023).

International Human Rights Law and International Humanitarian Law
organizations such as ICRC (ICRC 2019), Human Rights Watch (Wareham
2021, 1), and Stop Killer Robots oppose the requirement of appropriate levels
of human judgment.

Weapons systems that select and engage targets without meaningful human control—
known as fully autonomous weapons, lethal autonomous weapons systems, or killer
robots—would cross the threshold of acceptability and should be prevented and
prohubited through new international law (Docherty 2019).

States such as the UK (United Kingdom Delegation 2018), France (French
Delegation 2020), China (China’s Delegation 2018), and Korea (Acheson 2021) also
claim for meaningtul human control.

The Directive innovation is that in the context of deciding formally on
the development of AWS, the new Directive limits the scope of appropriate
levels of human judgment by adding the phrase “in the envisioned planning and
employment processes for the weapon” (United States Department of Defense
2023a, 15).
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This new language might require the evaluators of an AWS proposal to
declare how they envision AWS use, which could better accomplish the legal review
requirement, which is similar to Scharre’s interpretation:

T s 1s new. As is the case with other weapons, how autonomous weapons are used

can have a significant impact on thewr safety and even thewr lawfulness. The weapon
should be considered in the context of an intended use (Scharre 2023).

Nonetheless, this better fulfillment of the weapon review requirement
1s restricted to the anticipated uses. Our perspective is that the new Directive
represents a limitation as, before a formal decision on the development of AWS,; the
requirement 1s the possibility of commanders and deployers to exercise appropriate
levels of human judgment restricted to the envisioned planning and employment
of the AWS, and not to all possible foreseen uses of the AWS. This new provision
might diminish the requirement of human-machine interaction as, once the AWS 1s
developed, it might be used in contexts different from those envisioned and planned.

AN ELUCIDATING STATEMENT ON THE DEFINITION OF FAILURE

The new Directive added to its definition of failure the following sentence that
elucidates what it considers minimizing the probability and consequences of failure:
“means reducing the probability and consequences of unintended engagements to
acceptable levels while meeting mission objectives and does not mean achieving the
lowest possible level of risk by never engaging targets” (United States Department
of Defense 2023a).

We acknowledge the possible interpretation that the new sentence restricts
what 1s considered a failure and accepts some risks and consequences of unintended
engagement as long as they are within acceptable levels. IHL principle of precaution
requires all feasible efforts and not just reducing probabilities to acceptable standards.

Nonetheless, this paper claims that the new provision sets a higher bar than
the 2012 Directive, considering that under IHL the general rule is that honest and
reasonable accidents are deemed lawful (Milanovic 2020). We argue that the novel
Directive restricts the types of accidents that are permissible, namely only those
within acceptable levels. Furthermore, the Directive acknowledges that zero failure
1s unfeasible. Minimizing failures does not mean eliminating them, which is also not
required by IHL’s principle of precaution in the context of other weapons.
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The principle of precaution is a milestone of International Humanitarian
Law stated in Article 57 of Additional Protocol I to the Geneva Conventions of
1949. Although not ratified by the United States, it is also a customary International
Humanitarian Law rule binding on the country.

According to rule 15 of the ICRC Customary International Humanitarian
Law database:

In the conduct of mulitary operations, constant care must be taken to spare the ciilian
population, cwilians and cwilian objects. All feasible precautions must be taken to
avoud, and in any event to minimize, incidental loss of cwilian life, injury to ciwilans,

and damage to ciilian objects (ICRC n.d.).

Under customary International Humanitarian Law, States must take all
feasible precautions to avoid or minimize casualties. Adding content to the feasible
precautions in the context of AWS, the 2023 Directive foresees that minimizing
failures “means reducing the probability and consequences of unintended
engagements to acceptable levels” (United States Department of Defense 2023).
If properly implemented, the new Directive should aid the IHL principle of
precaution as it adds content.

In line with the 2023 Directive, the U.S. issued in February 2023 the
U.S. Political Declaration on Responsible Military Use of Artificial Intelligence
and Autonomy, which affirms that military use of Al must follow International
Humanitarian Law (United States Department of State 2023):

A principled approach to the military use of Al should include careful consideration

of risks and benefits, and 1t should also minimize unintended bias and accidents
(Unated States Department of State 2023).

The novel Directive seems to have positively influenced the Draft articles on
autonomous weapon systems, submitted by Australia, Canada, Japan, the Republic
of Korea, the United Kingdom, and the United States at the CCW GGE on March
13, 2023, as it states:

Feasible precautions must be taken in planning and conducting attacks to spare, as far
as possible, cwilians and cwilian objects from the loss of lLife, imgury, and damage or
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destruction. Feasible precautions are those that are practicable or practically possible,
taking into account all corcumstances ruling at the time, including humanitarian and
mulitary consideration (Australia et al. 2023).

The elucidation on the application of international law as regards failure,
brought by the new Directive, might influence other States members of the CCW
GGE and add substance to the obligation of precaution in the international
context of AWS.

WEAPON REVIEW

The 2023 Directive has innovated in some aspects of its guidelines for review
of some AWS, as will be exposed in the following subheadings, mainly as regards a
geographic restriction and the review of AWS variants.

The international obligation to review weapons is in Article 36 of Additional
Protocol I of 1977 (ICRC 1977). According to it, States must, in “the study,
development, acquisition or adoption of a new weapon, means and methods of
warfare”, assess if its use would “in some or all circumstances be prohibited by
international law”. However, the U.S. is not a party to this Protocol and does not
recognize Article 36 as a customary rule of IHL. The U.S. reviews weapons on
policy grounds (Dunlap 2016, 65), assessing “(1) whether the weapon’s intended
use 1s calculated to cause superfluous injury; (2) whether the weapon is inherently
indiscriminate; and (3) whether the weapon falls within a class of weapons that has
been specifically prohibited” (United States Department of Defense, 2015).

Even for States party to the Additional Protocol I, or that recognize the
customary obligation of reviewing weapons, the review procedures and standards
vary enormously, as they depend on national legislation or directives to assess
whether a weapon is legal (Pilloud et al. 1987, 398). Therefore, a weakness of the
institute of weapon review is the need for an internationally agreed framework

(Amoroso 2020, 253).

AWS brings additional challenges to weapon review due to their autonomous
feature and the possibility of in-field machine learning (Crootof 2018, 64). In
2018, the CCW GGE unanimously adopted guiding principles on AWS, three
of which are weapon review-related. The principle “d” affirms “(...) in the study,
development, acquisition, or adoption of a new weapon, means or method of
warfare, determination must be made whether its employment would, in some or
all circumstances, be prohibited by international law”. Principle “e” afhirms that
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“States who are acquiring or developing AWS must consider (...) physical security,
appropriate non-physical safeguards (including cybersecurity against hacking or
data spoofing), the risk of acquisition by terrorist groups and the risk of proliferation
(...)”. Finally, principle “f” states, “Risk assessments and mitigation measures should
be part of the design, development, testing and deployment cycle of emerging
technologies in any weapons systems” (Group of Governmental Experts 2018).

Despite affirming the relevance of weapon review, the guiding principles offer
rather vague guidelines. At the Political Declaration at the Responsible Al in the
Military Domain, launched at the (REAIM) Conference in the Hague, the U.S.
called on States to “(...) take effective

steps, such as legal reviews, to ensure that ) )
their military Al capabilities will only 1 he novel DoD Directive

be used consistent with their respective Qﬁ%m much more gmnularity
obligations under international law, in

particular international humanitarian and’ f/l@?’@fO?’é, not 072!)}

law” (United States Department of State enunciates ULS. ]767’5[766&2)6

2023). It also recalls the importance but also inﬂuences the
of States undertaking rigorous testing

and that “Self-learning or continuously wlernational deb ale,
updating military Al capabilities should which 76gUi7€ s al least the

also be subject to a monitoring process . .

to ensure that critical safety features S/ld?”l?tlg QngOdlb 7”d.CtZC€S
have not been degraded” (United States on this c/zallengmg 1ssue.
Department of State 2023).

The novel DoD Directive offers much more granularity and, therefore, not
only enunciates U.S. perspective but also influences the international debate, which
requires at least the sharing of good practices on this challenging issue.

Weapon Review and Geographic Area and Other Relevant
Environmental Constraints

Among the guidelines to review AWS, the 2023 Directive states that
competent organs shall verify that the AWS are “designed to complete engagements
within a timeframe and geographic area, as well as other relevant environmental
and operational constraints, consistent with commander and operator intentions’.
It further states that if the AWS are “unable to do so, the systems will terminate the
engagement or obtain additional operator input before continuing the engagement”
(United States Department of Defense 2023).
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The 2012 directive required a timeframe limitation (United States Department
of Defense 2012) but not a geographic limitation and other relevant environment
constraints, representing a positive innovation that adds the likelihood of precision
of the AWS, reducing the risk of civilian harms. According to Scharre (2023, 6),
“T'his paragraph means that the DoD cannot field autonomous weapons that are
unbounded in time and geography”.

This good practice should influence the international community while
reviewing AWS. Nonetheless, this same provision of the 2023 Directive demonstrates
atrend to lose the bonds between humans and AWS, by removing the term “human”.
The new guideline to review the AWS requires that, if the system is unable to
complete the engagement within the timeframe and geographical limitation, it
shall ask for “additional operator input” and no longer “additional human operator
input” (United States Department of Defense 2012). As argued in Section II, this
operator could be a legal person acting through Al.

Weapon Review and AWS Variants

The 2023 Directive importantly and expressly requires a new review for AWS,
that 1s a variant of former approved AWS, if there are changes in the algorithm,
or intended mission set, the operational environment, target sets, and expected
adversarial countermeasures (United States Department of Defense 2023). The
former Directive had no such provision. The new requirement of review is highly
relevant to ensure compliance with IHL if changes occur. Often, AWS encompass
machine learning, and its algorithms might learn from experience. In those cases,
a new review 1s crucial. In addition, considering that autonomous devices select
and engage targets without the necessity of further intervention by a human
being, they bear an inherent component of unpredictability, which might increase
to unacceptable levels if the operational environment, mission or target sets, or
expected adversarial behavior changes. The new provision adds safety, reliability,
and compliance with IHL and IHRL right to life, a good practice that should
positively influence other States.

Transparency, auditability, and explainability

Assignificant shift brought by the 2023 Directive is to incorporate the concepts
of transparency, auditability, and explainability, which are on the cutting-edge

discussions in the field of autonomous machines and artificial intelligence, as well
as at the helm of AWS.
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Transparency “refers to the extent to which the system discloses criteria of its
functioning; (...) The metaphor for transparency in this sense 1s the ‘why-did-you-do-
that?’ button: the systems must disclose the criteria, sources, and process (...)” (Spagnolli
et al. 2018, 1). It is very relevant to discover how and why failures occur, make AWS
understandable to operators, and make accountability possible (Winfield et al. 2021).
Although there are different definitions of explainability, we consider it a subset of

transparency, meaning transparency is accessible to non-experts (IEEE 2020).

In this regard, on a policy level, the 2023 DoD Directive requires that AWS
hardware and software be designed with “(c) technologies and data sources that
are transparent to, auditable by, and explainable by relevant personnel”. The new
Directive also innovated in dealing expressly with Al technologies. It required that
the “design, development, deployment, and use of Al capabilities in autonomous
and semiautonomous weapon systems will be consistent with the DoD Al
Ethical Principles and the DoD Responsible Artificial Intelligence Strategy and
Implementation Pathway (...)”. In this regard, it also requires, among other things,
that IA is traceable:

The DoD’s Al capabilities will be developed and deployed such that relevant personnel
possess an appropriate understanding of the technology, development processes, and
operational methods applicable to Al capabilities, including with transparent and
auditable methodologies, data sources, and design procedures and documentation

(Unated States Department of Defense 2023a).

Transparency, auditability, and explainability are crucial to prevent casualties,
improving systems, and ensure accountability when breaches occur. In this regard, the
2023 Directive added protection to those who AWS misdoings, especially civilians,
might negatively impact. The U.S. political declarations also called on States to
“ensure that military Al capabilities are developed with auditable methodologies,
data sources, design procedures, and documentation” (United States Department
of State 2023). The Directive should positively influence U.S. policies and be a good
practice that might positively impact the international debate.

AUTONOMOUS WEAPONS SYSTEM WORKING GROUP

Animportant innovation was the creation of an Autonomous Weapons System
Working Group composed of Federal Government employees or Service members
on active duty, which supports U.S. State organs to consider the DoD interests for
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AWS review before formal development An impon‘an L imnovation

and fielding. The Autonomous Weapons

System Working Group does not have was the creation OJP an

decision-making power “but is tasked Autonomous mapons Sj/S lem
with supporting the decision-makers Workin g Grou ' compose d
during the review process” (Paul Scharre

2023). It advises decision-makers if AWS of Federal Government
require senior-level approval according 6772?[0)2885 or Service members

to the 2023 Directive and how to 1identify

and address issues during senior-level on actwe du}fy’ which

review (United States Department of supports U.S. State organs to
Defense 2023a, 19). consider the DoD nterests for
Aworki AWS1 .
Aworkinggroupon AWSisagood | g1476 000 before formal
practice that will foster the observance )
of the 2023 Directive. However, as a’evelopment ana’ﬁeldzng

established in the 2023 Directive, the

working group is restricted to federal government employees and service members
on active duty and closed to civil society and academia participation, which could
potentially add relevant insights to the AWS debate. It acknowledged that AWS are
within the States’ security interests and are State secrets. However, the Directive
could have opened to some civil society and academia participation by foreseen
calls for written contribution or foreseen public hearings in which civil society and
academia can voice their perspectives.

FINAL CONSIDERATIONS

The 2023 DoD Directive 3000.09 innovations represent both pushbacks and
good practices to the international debate. On the downside, the new Directive seems
to be sailing in a direction that agrees with further distancing the human element
from the deployment of AWS, opposed by International Human Rights Law and
International Humanitarian Law organizations such as ICRC (ICRC 2019), Human
Rights Watch (Wareham 2021, 1), Stop Killer Robots (Docherty 2019), and some States

such as France (French delegation 2020), that claim for meaningful human control.

The new Directive definition of AWS excludes the word “human” and
substitutes it with “operator,” which is not necessarily a human. The Draft articles
on AWS reflect the novel definition submitted by Australia, Canada, Japan, the
Republic of Korea, the United Kingdom, and the United States, meaning the other
five States already adhered to it (Australia et al. 2023).
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Also, in the helm of weapon review, the new Directive requires that, if the
system 1s unable to complete the engagement within the timeframe and geographical
limitation, it shall ask for “additional operator input” (United States Department of
Defense 2023a.) substituting the word “human” to “operator” again.

The Directive also maintains the requirement of appropriate levels of
human judgment, which, despite requiring some human involvement, is a lower
threshold of human-machine interaction compared to other States’ claim for
meaningful human control, for example (United States Department of State 2023).
It also encompasses the negative innovation of limiting the scope of appropriate
levels of human judgment by adding the phrase “in the envisioned planning and
employment processes for the weapon” (United States Department of Defense
2023a.), meaning that not envisioned or unplanned uses might remain without
appropriate levels of human judgment.

Those pushbacks lean towards U.S. military interests rather than ensuring
higher standards of protection of Human Rights and International Humanitarian
Law and, hopetully, should not be further influencing the international debate.
Despite some challenging aspects, the 2023 Directive is an example of good practice.
It added content to the feasible precautions by stating that minimizing failures
“means reducing the probability and consequences of unintended engagements to
acceptable levels” (United States Department of Defense 2023a). Therefore, even
accidents must be within acceptable levels.

Regarding weapon review, it foresees the necessity to verity that the AWS
is “designed to complete engagements within a timeframe and geographic area,
as well as other relevant environmental and operational constraints, consistent
with commander and operator intentions” (United States Department of Defense
2023a). It also requires a new review in the case of AWS, a variant of former
approved AWS, if there are changes in the algorithm or intended mission set, the
operational environment, target sets, and expected adversarial countermeasures.
The international community needs to share good practices regarding AWS review.
The innovations brought by the 2023 DoD Directive 3000.09 have a great potential
to reverberate positively in other States’ AWS review processes.

Another positive innovation is AWS’s transparency, explainability, and
auditability requirements, aligned with the most recent research on autonomous
devices. It will be relevant to reduce casualties, make it possible to understand why
and who when failures occur, and ensure responsibility.

Creating an AWS working group 1s a good practice that aids compliance
with the Directive. However, the DoD missed the opportunity to ensure
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democratic participation in this working group by providing academic and civil

soclety Input venues.

Those good practices regarding elucidating the definition of failure,
weapon review, requirements of transparency, explainability, and auditability,

and creating an AWS working group enhance the protection of Human Rights

and International Humanitarian Law. They also have the potential to influence

the international community positively and add those topics to the focus of the

discussions of the CCW GGE. =
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Dagital 1ools:
Sateguarding National Security,
Cybersecurity, and Al Bias

Gaudys L. Sanclemente

Abstract: This article explores the critical challenge of biases in artificial intelligence
(AI) and its potential implications for national security. It discusses types of biases in
Al systems, their consequences on national security and outlines potential mitigation
strategies. The paper examines case studies, regulatory measures, and the evolving
landscape of AI’s role in shaping national security, emphasizing the need for ethical
and responsible use.

Keywords: national security; artificial intelligence; bias; digital tools; emerging
technologies.

Ferramentas digitais: salvaguardando a seguranga nacional,
a ciberseguranca e o tendenciosismo na JIA

Resumo: Este artigo explora o desafio critico representado pelo tendenciosismo na
inteligéncia artificial (Al) e as suas potenciais implicagoes para a seguranga nacio-
nal. Discute tipos de vieses nos sistemas de IA, suas consequéncias para a seguranca
nacional e potenciais estratégias de mitigacao. O artigo examina estudos de caso,
medidas regulatorias e o cenario em evolugao do papel da IA na formacao da segu-
ranc¢a nacional, enfatizando a necessidade de um uso ético e responsavel.

Palavras-chave: seguranca nacional; inteligéncia artificial; viés; ferramentas digi-
tais; tecnologias emergentes.
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n the contemporary world, safeguarding national security is a paramount concern

for governments worldwide, with emerging technologies assuming an ever more

significant function in the defense strategies of nations. One of the most exciting
and potentially transformative of these technologies is artificial intelligence (Al).
Literature defined it as: the exploration of entities that gather information from
their surroundings and execute actions (Russell & Norvig 2016); the automation of
activities associated with human thinking (Bellman 1978); machines that execute
tasks that necessitate human intelligence when carried out by individuals (Kurzweil
1990); the study of mental faculties through computational model use (Charniak &
McDermott 1985); computations enabling the capability to observe, rationalize, and

respond (Winston 1992); and intelligence behavior such as perception and reasoning
in artifacts (Nilsson 1998).

In 1984, a scholar predicted that computer scientists and experts in Al
would eventually create hardware and programs comparable to human brains
and minds (Searle 1984). AI’s significance stems from its ability to simulate human
intelligence processes through computer systems (Russell & Norvig 2016), handling
and extracting information from large datasets and big data to produce new data
handling (Kitchin 2014). As Al technology advances rapidly, scholars’ forecasts
are increasingly coming to fruition, yet the utilization of Al can introduce biases
that affect both effectiveness and fairness.

UNDERSTANDING BIAS IN Al

Al bias pertains to consistent mistakes or imprecisions in the choices made by
Al algorithms, which unjustly promote or prejudice specific individuals or groups.
These biases might arise intentionally or mnadvertently, stemming from a range of
causes. Biases arise from flawed algorithm design, training data skew, or system
architecture, leading to unintended discriminatory decisions (Barocas, Hardt &
Narayanan 2023). Thus, it is the unfair treatment of certain groups or individuals
resulting from an Al algorithm’s design or training data.

Bias signifies slanted information concerning computer systems that
systematically and unfairly discriminate in favor of certain individuals or groups,
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research professional_focusing on health, cybersecurity, and intelligence, bridging science, technology, and
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while disadvantaging others (Friedman & Nissenbaum 1996). Biases encompass a
wide spectrum ranging from inherent cognitive tendencies to societal influences. They
can shape individuals’ perceptions, interactions, and decisions. Numerous biases are
present in various contexts and domains

(Sanclemente 2021; Fleischmann et al.
2014), and their influence can extend
across different phases of development.
They can be introduced into every stage

Biases arise from flawed
algorithm design, training
data skew, or system

f)f the. deployment of systems, fro.m the architectur, ¢, leadin 9 10
intention that governs the algorithm’s

unintended discriminatory

development, the code creation,

executable code, and in the context of decisions. T hu s, 1l 15 the

maintenance and execution (Défenseur y ﬂfd r breatment Qf certain
des droits and Commission Nationale

groups or indwiduals resulting
Sfrom an Al algorithm’s

Informatique & Libertés 2020; Barocas
& Selbst 2016). Similarly, in machine

learning, bias can manifest during

. _— design or traiming data.
the construction of an application,

Bias signifies slanted

encompassing data collection,

pI”OCGSSng, and inputting information anbrmatzon concernzng

into a machine-learning model.
1 s computer systems that

The following paragraph offers a . .
(S PRSP systematically and unfairly
discriminate wn_favor of

certain indwiduals or groups,

simplified and high-level depiction of
an Al workflow’s data collection and
design process. Figure 1 illustrates the

sequential stages in an Al workflow. . . .
While typically commencing  with while disadvantaging others.
selecting a model, wherein the most

suitable algorithm is chosen, it is worth noting that, in some instances, the process
might initiate with data collection, which can subsequently influence the model’s
development. This step is succeeded by collecting relevant data, followed by data
preparation involving cleaning and formatting the data for analysis. Subsequently,
attention turns to model training and improvement enhancing the algorithm’s
performance and may be repeated. As the workflow progresses, the deployment of
the model entails its integration into practical applications. The cycle continues with
improvements or ongoing enhancements which can also repeat and highlight the
iterative nature of ongoing Al enhancement.

Ano 2/N°7/Jul-Set 2023 - 139



Sanclemente

Model Selection

‘ Ongoing Data Collection
Enhancements

Model Data
Deployment Preparation

Model Training
‘ & Improvement

Figure 1. Sequential Phases of Al Workflow: From Model Selection to Continuous Improvement. Created by Gaudys L. Sanclemente.

It is important to highlight that bias can potentially manifest at multiple
stages throughout this process. Factors such as data collection methods, algorithm
design, and the context of application can all contribute to bias in Al systems.
Vigilance and comprehensive evaluations are critical to addressing and mitigating
these biases effectively.

Likewise, the definition of bias differs across various academic fields of
study, from computer science and engineering to law, psychology, philosophy, and
biology, typically involving aspects of uneven treatment, disparate impact, and
unfair representation. From a philosophical perspective, social scientists examine
this issue through a theoretical framework that is either already in existence or can
be anticipated. On the contrary, data scientists and programmers label Al biases as
glitches, classifying the problem as a technical issue akin to security, which requires
rectification (Belenguer 2022). Data bias can manifest in various ways, potentially
resulting in discrimination (Belenguer 2022). Thus, there can exist several forms
of biases. For instance, sampling bias occurs when the data set used to train an
Al algorithm does not represent the population, leading to inaccurate or unfair
decisions (Sun, Nasraoui & Shafto 2020). Another bias includes confirmation bias,
which occurs when an Al algorithm is programmed to confirm preexisting beliefs or
assumptions rather than providing an objective and accurate analysis (Fleischmann

et al. 2014; Evans 2007).
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Similarly, implicit bias occurs when an Al algorithm incorporates societal
biases, such as racial or gender biases, into its decision-making processes (Levendovski
2018; Barocas & Selbst 2016). Datasets containing implicit bias during the training
phase can lead to unbalanced data that drive incorrect identifications of false
positives or false negatives. Consequently, other forms of bias that can emerge in
the design of computer systems are preexisting biases rooted in social institutions or
individuals with significant input into the system design. Likewise, technical biases
may emerge due to constraints within computer technology’s software and hardware
and challenges within the technical design (Friedman & Nissenbaum 1996). These
technical biases underscore the need for comprehensive and ethical technological
development practices.

Moreover, algorithmic bias might surface while selecting the appropriate
algorithm for crafting the training model stemming from a problem within
the algorithm that performs the calculations powering the machine learning
computations. AI models might exhibit algorithmic bias due to the biases in the data
they were trained on (Hoadley & Sayler 2020). One category of machine learning
algorithms s the process of information filtering, which results in algorithmic bias and
inclines individuals to predominantly encounter information that aligns with their
existing beliefs (MIT Technology Review Insights 2022; Peralta et al. 2021). Other
classifications include the neural network algorithm, which consists of interconnected
units, as well as linear regression, support vector machines, decision trees, or random
forests (Russell & Norvig 2016). While not an exhaustive compilation, these are a few
examples of the most widely used machine learning algorithms.

Al biases within the realm of national security can engender discriminatory
practices, violate human rights, adversely impact communities, and undermine the
effectiveness of national security efforts. AI’s application in national security spans a
wide range of tasks, including threat detection, border control, addressing national
security threats, and conducting intelligence analysis (Dorton, Harper & Neville
2022; Schmidt 2022; Gibert, Mateu, and Planes 2020). Nevertheless, as reliance on
emerging technologies like quantum computing and Al is poised to intensify within
the cyberspace domain, the implementation of Al may inadvertently introduce
biases that compromise fairness and accuracy (Cavelty & Wenger 2020; Caliskan,
Bryson & Narayanan 2017). An erroneous algorithm choice can culminate in biased
predictions. Embracing a “one size fits all” methodology is less than ideal, given the
distinct applications inherent in each algorithm; a tailored selection is imperative to
suit specific contexts. Nevertheless, effectively navigating these diverse algorithms and
biases culminates in the realization of a more justifiable application. Therefore, these
biases can influence any developmental stage of the machine learning application.

Ano 2/N°7/Jul-Set 2023 - 141



Sanclemente

NAVIGATING THE IMPACT OF BIASED Al ON NATIONAL SECURITY

National security strategy involves assessing the strategic landscape, skillfully
using expertise and tools for better decision-making, and continually refining the
strategic blueprint through iterative re-evaluation. Al technology presents both
opportunities and challenges for policymakers, fundamentally impacting the scope
of military force development and deployment (U.S. White House Office 2022).
Ultimately, the influence of Al on

national security strategy underscores The impact OJF biased Al
the need for insightful and adaptive

decision-making in an increasingly on natwnal secum‘y can

complex landscape. have serious consequences,
Nevertheless, the impact of ch[udmg lZ?’}’thZﬂg the

biased Al on national security can have . .

serious consequences, including limiting ej%cz‘wenaw OJ[ securty

the eflectiveness of security measures, measures, zmpzngmg on

impinging on individual rights, and ndividual TlghtS and
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one hand, Al equips decision makers perpetuating discrumination.

with the means to thwart artificially ( ) Al dlgO?”ilf/lﬁ’lS imbued

generated, nonsensical interpretations i bi y
(Kahneman 2011). Conversely, Al ot tas can engendaer

algorithms imbued with bias can erroneous or unjust decisions,
engender erroneous or unjust decisions, there [?)/ ntroducin g ﬂ A0S
thereby introducing flaws into the ) . .

fabric of national security endeavors. mnlo ﬂl@ﬁbﬁc Qf natwnal

To 1illustrate, prejudiced algorithms SéCUTiD/ endeavors.
deployed in border control settings

might erroneously apprehend or expel innocent individuals, or worse, facilitate

the unchecked entry of potentially hazardous persons into a country’s borders
(Laupman, Schippers & Papaléo Gagliardi 2022). These digital borders rely on
machine learning, automated algorithmic decision-making systems, and predictive
data analytics (UN General Assembly 2020). Similarly, while Al can be judiciously
employed to adopt a preemptive stance against terrorism, the presence of bias in
counterterrorism algorithms could also yield unfounded allegations and wrongful
convictions, posing risks to diplomatic relationships and eroding public confidence
(McKendrick 2019; Osoba & Welser IV 2017). Consequently, the influence of biased
Al significantly contributes to lopsided outcomes that stand in stark contrast to the
bedrock principles of justice and equitability.
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Furthermore, biased Al infringes individual rights, leading to privacy violations
and discriminatory practices (Chouldechova 2017). For instance, facial recognition
technology used in surveillance could result in the encroachment upon individuals’
privacy, while biased predictive policing algorithms may unfairly target communities,
eroding their due process rights (Ludwig & Mullainathan 2021; Ensign et al.
2018; Lum & Isaac 2016). Research has demonstrated biases in facial recognition
technology against specific groups, such as people of color or women (Palmer 2023;
Gentzel 2021; Levendovski 2018). Furthermore, biased Al perpetuates societal
discrimination, potentially exacerbating pre-existing social and political tensions
(Barocas, Hardt & Narayanan 2023; Hoadley & Sayler 2020). Hence, when facial
recognition technology misidentifies individuals based on their race or ethnicity, it
may undermine trust not just in law enforcement but also in the technology itself.

Additionally, an AI algorithm biased against certain activities or behaviors
might overlook potential threats or generate false positives, carrying significant
risks. Biases in Al can erode trust in national security institutions and diminish
public support. Errors arising from biased algorithms can compromise security
effectiveness by overlooking threats or mistakenly targeting innocent individuals
(Raji & Buolamwini 2019; McKendrick 2019). In a rapidly evolving landscape,
proactive measures to address these biases sustain the integrity and effectiveness of
national security strategies. As we navigate this complex landscape, the imperative
arises to guide Al solutions that enhance security and uphold the values upon which
societies stand. Therefore, ensuring that Al employed for national security lacks bias
and undergoes ethical development and implementation becomes imperative.

CASE STUDIES OF RESPONSIBLE Al: STRATEGIES AND PRINCIPLES
IN MITIGATING Al RISKS

Emerging technologies, especially Al, have garnered attention due to their
transformative potential in reshaping defense strategies (Hoadley & Sayler 2020).
As demonstrated by the United States’ ongoing efforts to enhance capabilities in
cyber, artificial intelligence, and quantum systems (U.S. White House Office 2022),
the integration of Al continues to be a significant factor in shaping this strategy. In
the United States, in 2020, the Central Intelligence Agency had undertaken nearly
140 projects to utilize Al for tasks like image recognition and predictive analytics
(Hoadley & Sayler 2020; Tucker 2017). By 2023, the U.S. government had invested
in research and development to mitigate Al-associated risks. The government
prioritized investment in the next generation of responsible Al by reaflirming eight
strategies, focusing on perception, representation, learning, and reasoning (U.S. White
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House Office 2023). Other strategies include developing human-Al collaboration,
approaches to mitigating ethical Al risks, guaranteeing the safety and security of
Al systems, cultivating communal public datasets for Al training and testing, and
prioritizing international collaboration in Al research and development to tackle
global challenges such as in healthcare and manufacturing (U.S. White House Office
2023; U.S. Department of Defense 2020). In particular, the Department of Defense
(DoD) adopted five principles for the ethical development of Al—responsible,
equitable, traceable, reliable, and governable (U.S. Department of Defense 2020).

By 2023, the DoD also introduced the foundations of defense Al systems,
including the five strategic initiatives and the establishment of a generative Al task
force towards responsible, strategic, and trusted Al development (U.S. Department
of Defense 2023a; U.S. Department of Defense 2023b). Furthermore, the nation
undertook initiatives to establish a structure for ensuring accountability, fairness,
privacy, and the mitigation of bias concerning the ethical utilization of AI (U.S.
White House Office 2023). Therefore, emphasizing the design phase becomes
crucial for implementing safety precautions.

In 2019, the United States introduced the Algorithmic Accountability Act
to enhance transparency and accountability in Al utilization, empowering the
Federal Trade Commission to prompt companies to address potential biases in
computer algorithms (Congress.gov 2022). While the bill encountered difficulties
in passing during the 117th Congress, there’s an optimistic outlook as it holds the
potential for reintroduction and reconsideration in both the House and Senate
chambers during the 118th Congress.

These legislative developments are part of a larger tapestry of progress
the government is weaving to advance responsible Al. Notably, the Government
Accountability Office crafted an accountability framework for Al within federal
agencies and other entities (US. Government Accountability Office 2021).
Likewise, several federal agencies have undertaken various other initiatives to ensure
the responsible development and deployment of Al across sectors (U.S. Equal
Employment Opportunity Commission 2021; U.S. Food and Drug Administration
2021; U.S. Department of Defense 2020). These actions encompass collaborations
with industries, international partners, academia, and other agency departments,
collectively working towards the advancement of responsible Al research and
development. Therefore, the collective efforts highlight the unwavering commitment
of the government to nurturing responsible Al practices.

Concurrently, other countries have proactively tackled automated systems
and adopted measures to guarantee the ethical utilization of Al in matters of
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national security. The European Union pioneered the General Data Protection
Regulation (GDPR) to safeguard citizens’ privacy rights and to establish a
framework ensuring the conscientious and open handling of their personal data
(European Union 2016). Correspondingly, the report from the European Union
Agency for Fundamental Rights emphasizes the critical significance of upholding
high-quality data and refined algorithms in the realm of Al and machine learning
systems (European Union Agency for Fundamental Rights 2019). As these
initiatives underscore, responsible Al employment remains paramount in the ever-
evolving landscape of technology and security.

Likewise, in 2018, the Government of Canada introduced its guiding
principles for the conscientious utilization of Al (Government of Canada 2019).
Canada’s strategy for embracing responsible Al closely resonates with its dedication
to upholding human rights, inclusivity, safety, transparency, and accountability
(Government of Canada 2018). These principles delineate a comprehensive
framework meticulously crafted to lay down an ethical and responsible bedrock for
the integration of Al across governmental domains, encompassing even national
security functions.

More specifically, the principles encompass the government’s commitment to
a multifaceted approach that ensures the ethical use of Al This involves evaluating
the 1impact of Al utilization, developing and sharing approaches, promoting
transparency in Al applications, providing meaningful explanations regarding Al
decision-making processes, embracing openness through the sharing of source
code and training data, and offering Al design training for government employees
(Government of Canada 2018). In this manner, Canada’s comprehensive approach to
responsible Al underscores its dedication to a future where technology is intertwined
with accountability and ethical considerations.

The government of Canada mitigates issues such as lack of explainability,
bias, and automated decisions in conventional decision-making laws such as the
Canadian Charter of Rights and Freedoms (Canadian Charter of Rights and
Freedoms 1982). Likewise, the country’s Treasury Board Directive on Automated
Decision-Making policy requires federal institutions to ensure the responsible use of
automated decision systems and Al (Treasury Board of Canada Secretariat 2019).
Thus, safety and security are paramount, highlighting the necessity to safeguard
both individuals and collective interests.

Likewise, accountability forms the cornerstone, holding government
agencies and institutions responsible for Al applications’ ethical and just outcomes.
The guiding principles outlined in Canada’s framework emphasize the values
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that underpin Al implementation within governmental operations and services.
In Canada, governmental bodies and private enterprises have acknowledged the
necessity for standardized frameworks that guide the creation and implementation
of AI (Martin-Bariteau & Scassa 2021). Therefore, they underscore the imperative
of inclusiveness, ensuring that Al technologies serve a diverse array of citizens
without bias.

The principles resonate as a blueprint for fostering ethical Al integration across
various governmental functions, including national security. This comprehensive
approach aligns Al deployment with respect for human rights, inclusiveness, safety,
transparency, and accountability, setting a precedent for AI's responsible and ethical
utilization within government contexts (Government of Canada 2018). Thus,
by adhering to these principles, the government of Canada acknowledges the
importance of aligning Al technologies with ethical considerations, which fosters
responsible Al use and ensures just national security efforts.

CHALLENGES OF MITIGATING BIAS IN Al

The regulation of AI and mitigating bias presents intricate challenges for
nation-states as governance traverses a wide array of legal domains and jurisdictions
that span diverse sectors, including human rights and health (Martin-Bariteau &
Scassa 2021). One significant hurdle is the detection of biases embedded within
Al algorithms. Biases, often concealed within data or algorithms, can be elusive
due to their unintentional nature. Unearthing these biases requires a comprehensive
grasp of the data and algorithms in use to identify potential disparities. Thus, a
thorough evaluation is crucial to ascertain whether responsible use of Al guidelines
comprehensively tackles the intricate and potentially perilous ramifications of Al
integration within this domain.

Subsequently, the process of addressing these biases once identified presents
another challenge. Rectifying biases may necessitate substantial adjustments to
algorithms, posing implementation challenges without jeopardizing the accuracy of
the Al system. Moreover, the effort to remedy biases may demand access to more
inclusive and diverse data, which is often arduous. Developing training data that
genuinely represents all demographic groups can be intricate. Ethical considerations
are paramount in mitigating biases in Al. Addressing biases might entail a trade-off,
potentially sacrificing accuracy and impacting national security. Striking a balance
between bias mitigation and accuracy maintenance 1s crucial.

Challenges inherent in addressing Al bias encompass the subtleties of bias
identification and the intricate process of bias rectification (Hardt, Price & Srebo
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2016; Rastogi, Agrawal & Ajai 2015).
Detecting bias demands a deep
understanding of data and algorithmic
interplay (Dressel & Farid 2018). Thus,
rectifying such biases requires access to
comprehensive and diverse data and
substantial algorithmic adjustments, a
challenging amalgamation to execute.

The utilization of biased data to
educate Al algorithms holds the potential
to raise concerns pertaining to privacy,
human rights implications, and aspects
related to the protection of consumer
interests—each of these concerns
falls under the jurisdiction of distinct
legislative agencies (Martin-Bariteau
& Scassa 2021). Thus, while principles
establish a bedrock for fostering the
responsible implementation of Al in
national security, in this multifaceted
landscape, a holistic approach to Al
governance 1s imperative for upholding
ethics and accountability.

Buases, often concealed
within data or algorithms,
can be eluswe due to their
unintentional nature.
Unearthing these biases
requires a comprehensive grasp
of the data and algorithms
in use to identify potential
disparities. ‘I hus, a thorough
evaluation s crucial to
ascertain whether responsible
use of Al guidelines
comprehensively tackles the
intricate and potentially
pertlous ramifications

of Al integration

within this domain.

SOLUTIONS TO MITIGATING BIAS IN Al FOR NATIONAL SECURITY

Developing more robust regulatory frameworks to accommodate the evolution
of the technology system includes the emergence of new Al data models, increased
transparency, and fostering greater collaboration while preserving national security.
For instance, one potential solution to mitigate bias in Al for national security
purposes 1s to use diverse data sets (Caliskan, Bryson & Narayanan 2017; Raj &
Buolamwini 2019). Mitigating sampling bias and ensuring that the algorithm makes
decisions based on accurate and unbiased information require using diverse and
representative data sets to train Al algorithms. Administrating a varied training data
set ensures that information equitably represents all groups of individuals.

Likewise, increasing algorithmic transparency and accountability measures 1s
a crucial solution. Requiring government agencies to publicly disclose their use of
Al algorithms and the data sources used to train them contributes to establishing
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reliance and assurance in Al implementation, guaranteeing that these technologies
are employed in manners aligned with the public welfare. Algorithmic transparency
facilitates bias detection and rectification (Kossow, Windwehr & Jenkins 2021;
Dressel & Farid 2018; Lepri et al. 2017). Increasing transparency in decision-making
algorithms helps identify and address biases in the system design or the data sets
used to train the algorithm. Thus, this transparency can foster public trust in the
decision-making process and lead to more effective bias correction.

Nevertheless, to balance transparency and security in a potentially zero-sum
scenario, it 1s important to reveal enough to address jurisdictional security issues
while withholding certain Al algorithm actions for national security reasons. This
precaution is necessary to protect against potential counterintelligence adversaries.
By adopting a preemptive strategy toward the ethical utilization of Al in national
security, we can secure the application of these technologies in a manner that serves
the greater good of society, all while mitigating the risk of adverse outcomes or
unintended repercussions.

Moreover, fostering increased collaboration between government agencies and
the private sector could become imperative to ensure that Al technologies align with
paramount practices and ethical directives. By incorporating these supplementary
measures, we can strengthen the assurance that Al technologies adhere to national
principles and human rights standards, concurrently optimizing the advantages
these innovations bring to the increase of national security.

In addition, creating independent regulatory oversight bodies and
redress mechanisms for those adversely affected by its use can provide clear
guidelines for using Al in national security and penalties for non-compliance.
Comprehensive regulation is essential to manage Al’s evolving landscape (Boden
et al. 2017). Thus, establishing an independent regulatory agency for Al ensures
that these technologies adhere to nation-state values and human rights in their
usage. Oversight mechanisms and redress avenues can ensure compliance and
accountability, bolstering ethical Al use in national security (Caplan et al. 2018).
Therefore, human oversight can identify and mitigate biases the algorithm might
miss and consider ethical considerations comprehensively.

Developmental diversity presents another solution to Al bias. Promoting
diversity within the development and testing teams can yield a favorable outcome
by decreasing or preempting bias. Diverse teams, composed of ethicists, data
scientists, and regulatory experts, can collaboratively address bias (Holstein et al.
2019). Likewise, a diverse group can include machine learning engineers, subject
matter experts, human factor specialists, diversity and inclusion professionals,
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lawyers, social scientists, linguists, and privacy and security experts. Thus,
collaboration between diverse disciplines can address potential biases in Al and
safeguard countries’ national security.

Another potential solution is to reprogram existing Al tools by conducting
an algorithmic adjustment that corrects for bias by re-weighting certain data
points, retraining data to remove
biases, or adjusting the thresholds for [t iS g&genﬂdl to ackngwledgg
certain decision-making criteria (Sun,
Nasraoui, and Shafto 2020; Dressel
& Farid 2018; Hardt, Price & Srebo solution exists to mitigate bias
2016; Kamishima et al. 2012) or

incorporating counterfactual examples .
into the training data (Guidotti 2022; purposes. Incorporating

Thiagarajan et al. 2022; Wachter, varied data sources enhances
Mittelstadt & Floridi 2017). Diversely,

transfer learning involves repurposing a

that no one-size-fits-all

in Al for national security

algorithmic fairness and

pre-trained Al model for a new task or leads to a more representative
df)main, effectively mitigating biases in a model. ( . ) Howev er;
different context (Hosna et al. 2022; Pan .
& Yang 2010). While re-programming a proactwe app roach to
existing Al tools can demand significant m’gntyﬁ;zng and addres smg Al
time and adjustments to the algorithm - . .

- bias contributes to practical,
and the data sets used for training . . !
(Larkin etal. 2016), a proactive approach ethic CZZ) and ncluswe
can ensure that national security efforts national secmity Qﬁ?)ﬁ&.

remain effective, ethical, and inclusive.

It is essential to acknowledge that no one-size-fits-all solution exists to mitigate
bias in Al for national security purposes. Incorporating varied data sources enhances
algorithmic fairness and leads to a more representative model (Barocas, Hardt &
Narayanan 2023). The specific approach adopted depends on the algorithm’s nature
and context. However, a proactive approach to identifying and addressing Al bias
contributes to practical, ethical, and inclusive national security efforts.

CONCLUSION

The future of Al in national security is vast and holds many opportunities,
as it enhances decision-making efliciency and threat anticipation while raising
concerns about cyber vulnerabilities (Laupman, Schippers & Papaléo Gagliardi
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2022; U.S. Government Accountability Office 2022). Navigating Al’s evolving
role in national security will be crucial for harnessing its benefits while ensuring
adherence to ethical standards.

Al holds the potential to revolutionize national security operations, facilitating
rapid decision-making and mitigating the risk of human error. Recognizing the
potential influence of biases on decisions and outcomes and effectively managing these
biases to achieve impartial and equitable
results remain crucial. Moreover, Al’s

capability to preemptively 1identify AT holds the p olentwal to
potential threats before they materialize rgzjolutionizg national Sgcurity

further underscores its significance as an . TP
. . . . operations, facilitating
invaluable tool in countering terrorism

and cybercrime. Therefore, it is essential Ta]?id dects iOn‘md/fing

to approach its use cautiously and ensure and miz‘zgazfing the risk 0][
proper measures are in place to reap

Al’s benefits while providing nations
with safety and security. potential influence of biases

However, there are also potential on decisions and outcomes
risks associated with increased reliance . .
on Al in national security. One and gﬁ‘ectwely managing
significant concern arises from the these biases to achieve

pote?tlal for malicious actors to hack. or m p artial and e qu itable
manipulate Al systems, thereby leading ) .
to the dissemination of sensitive national results remain crucial.

security 1nformation. Moreover, the

human error. Recognizing the

growing dependence on Al could result in job losses in the national security sector,
as nation-states could rely on Al systems to perform many tasks previously handled
by humans. Therefore, it is crucial to ensure responsible and ethical Al use and to
strike a balance between using Al as assistance rather than replacement.

Another risk involves the emergence of “killer robots” or Lethal Autonomous
Weapons Systems (LAWS), Al-powered weapons capable of identifying and attacking
targets without human intervention (Khan, Imam & Azam 2021; Elliott 2019). The
creation of these weapons gives rise to ethical issues, sparking continuous discussions
regarding their acceptability. This moral dilemma necessitates international discourse
and collaboration (U.S. White House Ofhice 2022, 2023). The advancement of
automated systems, exemplified by Lethal Automated Weapons Systems, can
potentially eradicate human errors from warfare, including issues like battle fatigue
or post-traumatic stress disorder (PTSD). This assumption stems from the belief
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that machines are less prone to errors. Nonetheless, heavy reliance on automated
systems can lead to automation bias, a tendency to believe that these systems are
flawless. Hence, it i1s essential to appreciate the influence of human psychology
during weapons testing and certification processes.

As we progress toward an increasingly Al-driven world, it becomes imperative
to contemplate AI’s role in the future of national security. While Al holds the promise
of enhancing national security endeavors, it also introduces potential risks, including
errors, discrimination, and privacy concerns. Consequently, striking a balance
between AI’s advantages and risks, while ensuring its responsible application in
national security, emerges as a pivotal concern. Vigilance remains essential, and the
ongoing exploration of strategies to address Al biases and promote its responsible
use 1n national security is crucial. Both individuals and organizations bear the
responsibility to advocate for the responsible utilization of Al and to champion the
development of ethical and impartial Al systems for the benefit of society. =
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Four Battlegrounds:

os elementos da disputa entre
EUA e China pela lideranca

em inteligencia artificial

Scharre, Paul. 2023. Four Battlegrounds: Power in the Age of Artificial
Intelligence. New York: W. W. Norton & Company.

André Gualtieri

Olivro Four  Baitlegrounds: ~ Power
in the Age of Artificial Intelligence
(Scharre 2023) ¢ um estudo que
trata de diversos elementos que fazem
parte da discussao sobre inteligéncia arti-
ficial (IA): armas autonomas, privacidade,
deep learning, grandes modelos de lingua-
gem, desinformacao, vieses discriminato-
rios, aspectos revolucionarios da IA para

a cognicao e para o trabalho humano etc.

André Gualtieri

Paul Scharre ¢ vice-presidente e
diretor de estudos do Center for a New
American Security (CNAS). Ele ¢é autor
de Army of None: Autonomous Weapons and
the Future of War (2019). Scharre tem
uma extensa lista de servicos prestados
aos EUA: serviu em missoes no Iraque
e no Afeganistdo, trabalhou no gabi-
nete do secretario de Defesa com atua-
cao focada em sistemas nao tripulados

¢ doutor em Filosofia do Direito (PUC-SP), mestre em Filosofia do Direito

(USP). Eticista de IA. Advogado. Fundador da Algora Auditing. Sécio da Technoethics. Professor
convidado na pds-graduagdo em Protegdo de Dados e Compliance (Mackenzie). Coordenador do Grupo
de Pesquisa Ethics4Al (IDP/Mackenzie). Membro da ForHumanaty, comunidade internacional para

confiabilidade da 1A.
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e autonomos e tecnologias de armas
emergentes, liderando a elaboracao das
politicas do departamento sobre auto-
nomia em sistemas de armas.

Os 35 capitulos do livro giram
em torno de um tema fundamental: as
implicacdes geopoliticas de se ter a lide-
ran¢a na IA. Segundo Scharre, os ter-
mos pelos quais a geopolitica do século
XXl vai funcionar dependerao de quem
estara na lideranca dessa tecnologia. A
obra se baseia na tese de que a disputa
pela lideranca da IA ocorre em quatro
campos de batalha: (1) os dados; (i) o
poder computacional; (i1) os talentos na
area de IA; e (iv) as instituigoes especia-
lizadas em IA.

A obra se baseia na tese
de que a disputa pela
lideranga da IA ocorre

em quatro campos de
batalha: (1) os dados; (11)
0 poder computacional;
(1) os lalentos na drea de
IA; ¢ (w) as instituigdes

especializadas em IA.

A preocupacao de Scharre
quanto a importancia da IA para
o poder dos paises a medida que o
presente século se desenvolve ¢ ple-
namente justificavel. Nao estamos

falando de qualquer tecnologia. A

158 - CEBRI-Revista

IA foi recentemente definida por Ian
Bremmer e Mustafa Suleyman (2023)
como a ‘“for¢ca mais formidavel e
potencialmente definidora desta era”.

A histéria mostra como o domi-
nio da tecnologia se traduz em poder.
Niall Ferguson (2021) narra uma visita,
em 1793, de uma comitiva do Império
Britanico ao imperador chinés Qian-
long. Varias ferramentas tecnolégi-
cas de ponta foram oferecidas a corte
chinesa, mas todos os presentes foram
amontoados em um deposito do palacio
e, com o tempo, estragaram ou foram
jogados fora. Em uma carta enviada
ao rei George III, Qianlong dizia “nao
carecemos de nada. N6s nunca demos
muita Importancia a objetos estranhos
ou engenhosos, tampouco precisamos
dos produtos manufaturados de seu
pais”. O resultado disso fo1 a expansao
colonial europeia.

A China atual ¢ o oposto disso
e possul vantagens que nos autorizam
a conjecturar que ela estara em pri-
meiro lugar na corrida pela IA. Esse
fato desperta o debate sobre a disputa
entre China e EUA e sobre quem sai-
ria vencedor, o que também ¢é o tema
do livro Al Superpowers: China, Sili-
con Valley, and the New World Order (Lee
2018). Ao avaliar essa disputa, Scharre
apresenta uma pesquisa que concluiu
serem os EUA detentores da lideranga
geral em IA, estando na dianteira em
talento, pesquisa, desenvolvimento e
atividade comercial. Mas a China vem
em segundo lugar e esta muito a frente
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em estratégia governamental e um
ambiente operacional propicio a IA, o
que inclul regulamentacao e uma opi-
niao publica favoravel. Por outro lado,
a presenca das big lechs americanas no
mundo e a dificuldade de as empre-
sas chinesas serem bem-sucedidas fora

da China representam uma vantagem
para os EUA.

Considerando os quatro cam-
pos de batalha, a disputa se encontra
do seguinte modo: (1) em termos de
dados, a vantagem ¢ chinesa: o tama-
nho da sua populagdo e o sucesso da
adocdao do reconhecimento facial no
pais contribuiram decisivamente para
isso; (i) em relacao ao hardware, a
China esta bem atras; o problema, em
parte, esta na dependéncia que o pais
possut dos chips importados; (111) a dis-
puta pelos talentos ainda ¢ incerta. A
China ja esta em primeiro no niamero
de papers escritos sobre IA, porém os
trabalhos escritos nos EUA sao 70%
mais citados. Por conta do ntimero de
estudantes, a China é a maior fonte de
talentos de IA; no entanto, os EUA tém
maior capacidade de atrair talentos por
conta de suas universidades, mas, para
a traducao da IA em poder nacional,
a implementacao dessa tecnologia ¢
muito mais importante do que a pes-
quisa basica — nesse ponto, a China
esta na frente; (iv) as instituicoes cabe
transformar os trés fatores acima em
aplicacoes que resultem em um maior
poder nacional. No campo militar, a
IA traz um desafio na medida em que,

POWER IN THE AGE OF
ARTIFICIAL INTELLIGENC

Ed
S

|

PAUL SCHARRE

AUTHOR OF ARMY OF NONE

nos EUA, diferentemente do passado, o
dominio da tecnologia esta com o setor
privado. A China esta no caminho de
superar os EUA em gastos com pes-
quisa e desenvolvimento, o que gerou
nos americanos um cada vez mais raro
consenso bipartidario de aumentar os

gastos governamentais com IA.

Por fim, o autor avalia os efeitos
que a vitéria de um ou de outro pais
poderia trazer. Compara o uso da IA
em regimes democraticos e em regi-
mes autoritarios, sinalizando o que ele
entende que seriam as consequéncias
para o mundo de uma vitéria chinesa,
e enfatiza as diferencas de cada um dos
modelos em lidar com coisas como o
reconhecimento facial, a privacidade e
a moderacao de conteudo.
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Parece haver uma nova
Guerra Fria em curso,

mas em um cendrio mais
complexo do que o primerro.
Como aponta Scharre,

ndo estamos mais em um
mundo organizado em dois
blocos politico-econdmicos
competindo globalmente. Hoye,

a integragdo é muito maior.

Diante do
obtido por medidas tomadas de cima

aparente  sucesso
para baixo, de que modo a alternativa
democratica poderia ser bem-suce-
dida? Scharre afirma que o pluralismo
das democracias pode ser uma forga,
desde que elas se unam em torno de
politicas que protejam a privacidade e
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a liberdade e que possam ser exporta-
das globalmente.

Parece haver uma nova Guerra
Fria em curso, mas em um cenario
mais complexo do que o primeiro.
Como aponta Scharre, nao estamos
mais em um mundo organizado em
dois blocos politico-econémicos com-
petindo globalmente. Hoje, a integra-
¢ao ¢ muito maior.

Os lacos entre FUA e China
sa0 muitos: pesquisa, Investimentos e
comércio. Mas eles poderiam ser des-
feitos em maior ou menor grau? Com
efeito, medidas do governo americano
restringindo o acesso chinés aos mais
avancados microchips parecem indicar
uma diminuicdo dessa integragdo nos
proximos anos. Four Battlegrounds mos-
tra que a inteligéncia artificial ¢ a con-
tinuagao da politica por outros meios.
Na nova Guerra Fria do século XXI, a
disputa pela lideranca da IA ¢ crucial. =
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Mais do mesmo?

A velha Guerra Fria na
nova Guerra Espacial

Bowen, Bleddyn FE. 2023. Original Sin: Powes; Technology and War in Outer Space.

Gustavo Macedo

leddyn E. Bowen argumenta em

seu livro que o desenvolvimento

da tecnologia espacial foi impul-
sionado por motivagoes em matéria de
Defesa, resultando na atual militariza-
cao do espago. Para demonstrar seu
argumento, Bowen nos leva por meio
de uma detalhada histéria da milita-
rizagao do espago dos primeiros dias
da Guerra Fria até os dias atuais. Ao
longo do caminho, o autor enfileira evi-
déncias sobre os potenciais riscos que
essa tendéncia pode representar para a
governanca da nova fronteira de segu-
ranca internacional.

Original Sin: Power, Technology and
War in Outer Space esta dividido em trés
partes. Na primeira parte, “O Pecado
Original”, o autor discute o desenvol-
vimento inicial da tecnologia espacial
e como ela fol moldada por conside-
racoes militares. A segunda parte, “O
Armamento do Espago”, examina as
diversas maneiras pelas quais a tecno-
logia espacial tem sido usada para fins
militares, como vigilancia, comunica-
¢ao e implantacao de armas. A ter-
ceira, “O Futuro da Guerra Espacial”,
analisa os riscos e perigos potenciais
da militarizagao do espaco e discute

Gustavo Macedo ¢ professor de Relagdes Internacionais do Insper e Ibmec. Pesquisador do Instituto
de Estudos Avangados da USE Consultor da Unesco para Inteligéncia Artificial. Doutor em Ciéncia
Politica pela USP/Columbia University. Especialista em seguranga internacional, diplomacia cientifica

¢ tnovagdo, e inteligéncia artificial.
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algumas formas possiveis de mitigar
€sSes I1Scos.

Aqui estao alguns dos pontos-
chave que Bowen destaca no livro:

O desenvolvimento da tecnologia
espacial tem sido impulsionado por con-
sideracoes militares e nao pelo desejo
de explorar o espago para fins pacificos.
Essa militarizacao do espago levou ao
desenvolvimento de armas novas e mais
destrutivas que poderiam ser utilizadas
para travar uma guerra no espaco, ou
para atacar alvos na Terra a partir do
espaco. Por conseguinte, a militarizacao
do espaco também tornou o espaco um
local mais perigoso, uma vez que existe
agora o risco de acidentes ou ataques
intencionais que podem causar danos
generalizados. Portanto, argumenta
Bowen, é necessario encontrar formas
de mitigar os riscos da militarizacao
do espago, nomeadamente através de
acordos internacionais para limitar o
desenvolvimento e a implantacao de
armas espaciais.

Onginal Sin ¢ uma excelente lei-
tura e estudo muito bem recebido pela
comunidade especializada.  Apesar
disso, existem alguns pontos criticos que
merecem ser destacados.

O livro centra-se principalmente
na militarizacao do espaco pelos Esta-
dos Unidos e pela Russia, e nao da tanta
atencao a militarizagdo do espago por
outros paises, como a China e a India.
Assim, o foco da obra reforca a inter-
pretacao tradicional da Guerra Fria e

Mais do mesmo? A velha Guerra Fria na nova Guerra Espacial

BLEDDYN E. BOWEN

PUW‘ER, TECHNOLOGY
AND WAR IN OUTER SPACE

O lwro centra-se
principalmente na
militarizagdo do espago
pelos Estados Unidos

e pela Rissia, e ndo

da tanta ateng¢do a
militarizagdo do espago
por outros paises, como a
China e a India. Assim,
0 foco da obra reforca a
interpretagdo tradicional
da Guerra Fria e deixa
a desejar na inclusdo de
narratwas ndao Ocidentais.
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deixa a desejar na inclusdo de narrati-
vas nao Ocidentais.

Por outro lado, o livro tao pouco
aborda os beneficios potenciais da
securitizacao do espaco para lidar com
ameacas existenciais, tais como a utili-
zacao de armas espaciais para dissua-
dir agressdes ou para proteger contra
desastres naturais. Ou entao os bene-
ficios dessa corrida tecnologica para
dimensoes fundamentais da atividade
humana, como comunicac¢ao, navega-
cao e observacao da Terra.

Aqua cabe ressaltar uma
possibilidade nao explorada
por Bowen em Orniginal Sin:
0 papel que paises de imagem
internacional pacifica,

como o Brasil, poderiam
cumprir na mediagdo para a
construgdo de uma governanga
internacional do espago.

Ademais, a analise do livro sobre
o futuro da guerra espacial baseia-se
em uma série de suposicoes, algumas
vezes com pouco embasamento factual,
tal como a afirmacdo de que a milita-
rizacao do espaco continuara a ace-
lerar nos préoximos anos — declaragao
que pode ser colocada em cheque com
uma provavel desaceleracao economica

164 - CEBRI-Revista

na proxima década. Outra afirmacao
questionavel do livro é que novas e mais
destrutivas armas espaciais serao desen-
volvidas, tornando o espaco um lugar
mais disputado e perigoso, aumentando
o risco de um conflito acidental ou
intencional no espaco, que poderia evo-
luir para uma guerra mais ampla.

As recomendagoes do livro para
mitigar os riscos da militarizacao do
espago também nao sao novas € nao
esta claro se serao eficazes, tal como
a negociacao de acordos internacio-
nais para limitar o desenvolvimento
e 1mplantacdo de armas espaciais.
Embora esta apareca como a forma
mais eficaz de mitigar os riscos da
guerra espacial, tais acordos sao difi-
ceis de serem negociados, uma vez que
os paises estdo relutantes em abrir mao
das suas vantagens militares.

Estabelecer normas e regras de
comportamento para a utilizacao do
espaco poderia ajudar a prevenir confli-
tos acidentais ou intencionais no espago.
No entanto, ¢ dificil estabelecer e fazer
cumprir tals normas € regras, uma vez
que as principais poténcias espaciais
tém demonstrado interesses e priorida-
des diferentes. Aqui cabe ressaltar uma
possibilidade ndo explorada por Bowen
em Onginal Sin: o papel que paises de
imagem internacional pacifica, como o
Brasil, poderiam cumprir na mediacao
para a constru¢ao de uma governanga

internacional do espago. =
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“I would hope that the future
of digital diplomacy 1s less naive
about digital technology™

KATHARINA E. HONE

Katharina E. Hone researches, writes, and teaches at the intersection of
international relations and digital technology. Until July 2023, she was Director of
Research at DiploFoundation (diplomacy.edu), a Swiss-Maltese non-governmental
organization that specializes in capacity development in the field of Internet
governance and digital policy.

Her areas of interest and expertise include the impact of digital technology on
international relations and diplomatic practices; the ethical and equitable (global)
governance of artificial intelligence and its role as a topic and tool of foreign policy;
and science diplomacy in the context of emerging digital technologies. She has given
presentations, conducted trainings, and undertaken research for the African Union,
the European External Action Service, the foreign ministries of Finland, Namibia,
and South Africa, the Swiss Federal Department of Foreign Affairs, and the Swiss
Agency for Development and Cooperation.

Katharina holds a PhD from the Department of International Politics at
Aberystwyth University (UK) and an MA in diplomatic studies from the University
of Leicester (UK).

The following is the interview given to CEBRI-Journal in September 2023.
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Katharina E. Hone

Artificial intelligence is at the
center of many discussions
regarding the impact of technology
on world politics. There is great
potential for economic growth
and productivity but also risks
that must be addressed. What is
your take on Al and international

relations, broadly speaking?

KATHARINA HONE: There is a three-
part typology, which offers a very broad
orientation for everyone who wants to
begin thinking about AI and diplomacy.
It was mtroduced by Jovan Kurbaljja
at DiploFoundation to think about the
relation between diplomacy and (digital)
technology. The three broad categories
are: Al as a tool for diplomacy; Al as a
topic of diplomacy; and Al as something
that shifts the (geopolitical) environment
in which diplomacy 1s practiced. For
example, Al tools for diplomacy might
include chatbots for consular affairs
or the automated analysis of satellite
images In humanitarian crisis response.
Most importantly, various tools that
can support negotiators have also been
discussed and trialed, for example, by
the United Nations (UN) Department
of Political and Peacebuilding Affairs
(DPPA)
DiploFoundation.

Innovation Cell and by
Diplomats  also
encounter Al as a topic in various
negotiations and discussion fora. The
work of the Global Partnership on Al
(GPAI) comes to mind, UNESCO’s
Recommendation on the Ethics of

Al, and the work of the Group of
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1 he so-called AI arms race
between the U.S. and China
15 a good example of the
potential geopolitical shifts
that A1 tools could trigger.
But beyond the big systems
conflict that the ‘Al arms
race” seems to suggest, Al
mught also widen the digital
diwide and create a greater gap
between those who have the
resources to participate and

benefit and those who don’t.

Lethal
Autonomous Weapons Systems. Let’s
also not forget that the UN Security
Council recently had a debate on AL

Governmental Experts on

But beyond Al as a tool and topic of
diplomacy, we also need to think of Al
as a geopolitical factor. The so-called Al
arms race between the U.S. and China
is a good example of the potential
geopolitical shifts that Al tools could
trigger. But beyond the big systems
conflict that the “Al arms race” seems
to suggest, Al might also widen the
digital divide and create a greater gap
between those who have the resources
to participate and benefit and those who
don’t. This three-part typology works
extremely well as a first orientation —
for practitioners and for scholars alike.
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Having said this, the categories are very
much related in practice.

Your question also mentions the
opportunities and the risks associated
with AT tools. Let’s start from a basic
assumption: Any tool can be used for
a “good” purpose or it can be used
for a “bad” purpose. For example,
a hammer can be used to build
something or to destroy something.
Depending on where you are standing,
one of these acts is a positive one,
the other is not. To give another
example, social media posts can unite
people by promoting understanding
and fostering a sense of community.
They can also divide people by
and hate
speech. The historian of technology

amplifying stereotypes

Melvin Kranzberg famously said that
“technology is neither good nor bad;
nor 1s it neutral”. I find this quote so
important because it reminds us that
the technology itself is not neutral.
Many decisions go into each step of
building and deploying an Al tool.

...the technology itself

15 not neutral. Many
decisions go into each step
of bwilding and deploying
an Al tool. Some of these
decisions have far-reaching
consequences and political
and societal implications.

Some of these decisions have far-
reaching consequences and political
and societal implications. This is
where discussions about opportunities
and risk need to start. This 1s also the
place where people and institutions
need to take responsibility in their
respective capacities.

On Al governance at the global
level, there have been talks about
the need for an international
agency to bring countries together
in order to address
concerns and future challenges.
In your view, will States be able to
build consensus to overcome their
differences and ensure that Al

technologies will be used in a safe

current

and trustworthy manner?

KH: Let me start by looking at the idea
of consensus. Geoft Berridge, who I was
lucky to have as a professor of diplomacy;,
always reminded his students that
consensus 18 not the same as unanimity.
In order to have consensus, not everyone
needs to explicitly agree, it is enough
that no one raises any objections within
a given timeframe. If we keep that in
mind, a global consensus on general
principles on Al is very much possible.
In fact, this is exactly where the work of
the UN Tech Envoy, Amandeep Singh
Gill, 1s heading. This year, for example,
he held a multi-stakeholder consultation
process on Al governance, which I
participatedin as partof a group brought
together by the Future of Life Institute.
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Being part of this small piece of the
process really illustrated the challenges
of consensus for me. The efforts of
the UN Tech Envoy will culminate in
the Global Digital Compact (GDC),
which will be agreed at the Summit for
the Future in September 2024. The
GDC will present a global consensus
on Al. Another example of a global
consensus on Al 153 UNESCO’s 2021
Recommendation on the Ethics of Al
which was adopted by member States.
In other words, a global consensus on Al
is on the way. Let’s be clear, consensus
favors the lowest common denominator
— especially when almost 200 member
States and many more stakeholder
voices are involved. It is the current best
option to have a starting point for the
global governance of Al. However, it is
just that: a starting point.

Beyond that, it is clear that we need a
global space for discussion on Al that
is open to all. Currently, there is quite
some fragmentation among States, or
rather among groups of States. Some
drawbridges are being raised, leaving
a chasm where a conversation should
have been. Further, the fragmented way
in which Al is regulated and policies
are developed in different countries 1s
a challenge — take for example the way
different countries reacted to the release
of ChatGPT. Given these points and the
potentially devastating and far-reaching
consequences of some Al-applications,
including the UN
Secretary General, have suggested the

various actors,
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creation of an International Agency
for Al. For me, this raises three main
questions. First, doubling of efforts:
what about the existing efforts of
such as

international organizations

the International Telecommunications
Union, UNESCO, and others? How
couldwe meaningfully define the relation
between these organizations and a new
International AI Agency? Second, is
it useful to talk about Al in general or
would we have to narrow down the
scope of such an agency to specific
applications — for example to the impact
of Al on peace and security? Third, an
agency that 1s not backed by binding
international law will remain toothless.
Given the seriousness of the situation, I
don’t think that another advisory body
that issues recommendations is enough.
An International Agency for Al that acts
as the secretariat for a legally binding
International AI Convention would be
a useful start.

Many Ministries of Foreign Affairs
have actively been using digital
tools to promote their foreign
policy goals, including on social
media. How do you see digital
diplomacy evolving over the next
few years?

KH: I'm not sure how digital diplomacy
will evolve over the next few years, but I
can tell you how I fpe digital diplomacy
evolves over the next years. But, in order
to look ahead, we also need to look
back. After all, the past is the ancestor
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of the future. Looking at the 2000s and
early 2010s, two main tendencies stand
out: first, there was great optimism that
social media could change people’s
lives for the better. For example, social
media was thought to be a great
source of support for the protestors of
the Arab Spring who sought societal
change and greater freedom; second,
within Ministries of Foreign Affairs,
there was this sense of being behind, of
needing to be on social media in order
to participate in the conversation and
communicate about their work. Some
countries were at the forefront of using
social media, the U.S. and the UK come
to mind. Others were trying to find
their own way of engaging with this
new way of communicating. However,
things shifted in the mid-2010s with the
so-called tech-lash. I define the tech-
lash as the realization that big tech
companies have amassed a lot of power
and the realization of the increasing
negative impact of social media on
individuals, societies, and democracies.

Conversations about the rules and
assumptions, in short, the algorithms that
guide the behavior and usability of these
tools, have taken place quite late — only
after the initial hype had calmed down
and the tech-lash was here. But why do
we have these conversations so late in
the game? I would hope that the future
of digital diplomacy is less naive about
digital technology and takes to heart the
point that technology is not neutral and

that tools are not just a given.

Further, a digital diplomacy of the
future also needs to do a lot more
to address the digital divide among
countries. As Al tools become more
relevant in many sectors of the
economy and in foreign policy, there 1s
a real danger that countries with fewer
capacities to develop and deploy the
technology will face disadvantages and
already existing gaps become wider.
International  organizations  need
to play a big role in addressing this
and this might even be a task for the

suggested International Al Agency.

Lastly, conversations

with tech companies — be it in the

meaningful

area of cybersecurity, content policy,
or emerging technologies — need to
intensify. The practice of tech diplomacy;,
that some countries have leaned into
since Denmark appointed the first Tech
Ambassadorin 2017, is a good example.
Tech diplomacy practiced in this way
also needs to include conversations
about the values and principles guiding
digital technology.

You have experience in diplo-

matic capacity-building and
online training courses for poli-
cymakers and developing coun-
What is

your advice for young students

tries representatives.

and practitioners working in
What
skills are needed today to secure
the best future jobs?

international relations?
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KH: In my experience, the responses
given to such questions often become
obsolete very quickly. I don’t remember
the exact advice my peers and I were
given when we started university 20
years ago. But I can say for certain
that none of it stood the test of time.
Why is that? A lot of the advice was
based on a simple calculation. First,
you ask what specific skills and jobs are
currently in high demand. Second, you
identify existing training programs or
develop tailored-made ones and point
people there. This i1s great in the very
short-term. New skills will be built and
interesting experiences can be had. But
it is not a useful long-term perspective.

For example, the release of ChatGPT
has led to a huge public interest in
generative Al and the use of similar tools.
Alot of conversations started to revolve
around the importance of being able to
write prompts for these applications in
order to get useful output. Guidelines
on prompt writing sprung up like weeds
after rain. Would I advise young students
and practitioners to focus on becoming
good prompt writers? It is certainly
interesting to learn more about this and
experiment with prompts for generative
Al but I doubt this in itself” will future-
proof your career.

with
building 1in

So, given my experiences

training and capacity
digital diplomacy and related fields,
what advice is left to give? I think it 1s
very important to acknowledge that

everyone’s situation will be different.
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But if we take a bird’s eye view, three
points are worth emphasizing.

First, regardless of your background,
you need to develop a critical literacy
when it comes to digital technology. By
this I mean a basic understanding that
allows you to ask critical questions,
investigate the opportunities and risks
of a given technology, understand
power dynamics and potential
harms, and find ways to meaningfully
integrate new tools into your work. It
1s worth emphasizing that the goal of
this critical literacy is not limited to
the individual. Essentially, it 1s about
preserving core human values, while
making the best of the tools that we
already have and the tools that can be

developed in the future.

Second, if you are a generalist by nature,
doyourbest to preserve thisin a world that
demands increasing specialization. The
philosopher Isaiah Berlin distinguished
between two intellectual types: the
fox and the hedgehog. Hedgehogs are
motivated by a single idea and tend to
have very focused and narrow interests
that they explore to great depth. Foxes
are driven by multiple ideas, have various
interests, and explore on a broad scale,
being interested in how these various
aspects can fit together. Of course, any
such categorization 1s to be taken with
a grain of salt and essentializing people
like this, something Berlin did not intend
with his essay, also has its dangers. But
the point I want to make 1s that if you
feel like you are a fox, don’t force yourself
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...boundary spanning involves
communication skills but

also the ability to understand
disciplinary boundaries and act
across those boundanes. {...)
[1t] s about burlding networks
and mantainng sustained
collaborations across disciplines

or professional fields.

to be a hedgehog, It will be important to
find training programs and institutions
that can support the “fox-nature”. My
personal contention is that the world
needs more visible foxes and that the
drive towards specialization in our
education systems and institutions needs
a counterbalance.

Third, there 15 a concept -called
boundary, spanning from the field of
science diplomacy, which I have come
to appreciate a lot. Some describe
boundary spanners as the individuals
that “straddle the divide between

Como citar: Hone, Katharina E. 2023. “Espero que
o futuro da diplomacia digital seja menos ingénuo
em relacdo a tecnologia digital”. Entrevista a
CEBRI-Revista. CEBRI-Revista Ano 2, NUmero 7:
167-173.

Interview granted through written medium on September 10, 2023.

information producers and users”
and “Interfaces between a unit and its
environment”. In the field of science
diplomacy, boundary spanners are those
individuals and institutions that “bridge
the policy and the scientific spheres
in order to facilitate research uptake
and increase policy impact”. Broadly
speaking, boundary spanning involves
communication skills but also the ability
to understand disciplinary boundaries
and act across those boundaries. It is not
just the exchange of knowledge across
“divides”, it is about building networks
and maintaining sustained collaborations
across disciplines or professional fields.
DiploFoundation offers an online course
on science diplomacy and boundary
spanning was one of the topics that
resonated most with participants — those
that came from the world of science
and those that came from the world of
diplomacy. On the theme of technology
and international politics in the digital
age, I think that boundary spanning is
at the core of solving some of the most
important issues related to Al and other
emerging technology. =
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ENTREVISTA

“Nao ha desenvolvimento

economico sem

dominio tecnologico™

PAULO GALA

Paulo Gala ¢ graduado em economia pela Faculdade de Economia, Administra-
cao, Contabilidade e Atuaria da Universidade de Sao Paulo (FEA-USP), mestre e
doutor em economia pela Fundacao Getalio Vargas em Sao Paulo (FGV-SP). Foi
pesquisador visitante nas Universidades de Cambridge, UK, e Columbia, EUA.
Foi economista, gestor de Fundos e CEO em instituigoes do mercado financeiro
em Sio Paulo. E professor de economia na FGV-SP desde 2002. Seu tltimo livro
¢ Brasil, uma economia que ndo aprende. Conselheiro da FIESP e economista-chefe do

Banco Master.

Seguem trechos da entrevista concedida ao editor convidado da CEBRI-Revista,

Eugénio V. Garcia.

Hoje se fala muito sobre a influén-
cia da tecnologia nos rumos da
politica internacional. Na sua
visdao, em uma perspectiva de con-
texto historico, o fator tecnologico
sempre foi determinante na dis-
tribuicao do poder mundial, ou
estamos diante de uma realidade

diferente no século XXI?

PAULO GALA: O fator tecnologico
sempre fol determinante — tecnologia
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¢ dinheiro e poder. Quando resgata-
mos a historia das nagoes, observamos
que as grandes poténcias tecnologicas
sempre foram as poténcias economi-
cas, que também foram as poténcias
bélicas. O dominio tecnolégico se tra-
duz em dominio economico, em poder
bélico e geopolitico. Na atualidade, a
China ocupa esse espaco ao se tornar a
segunda maior economia do mundo em
dolares correntes, a maior economia do
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Quando resgatamos a histéra
das nagdes, observamos que as
grandes poténcias tecnoldgicas
sempre foram as poténcias
economicas, que também
Jforam as poténcias bélicas.

O dominio tecnoldgico se
traduz em dominio econdmico,

em poder bélico e geopolitico.

mundo em Paridade de Poder de Com-
pra (PPP). Um terco das cerca de 1,3
milhdo de patentes anuais do mundo
sao chinesas. E isso se traduziu em um
poder economico muito grande para
a China, que ¢é bélico-militar também.
Entao os paises que tém o dominio tec-
noldgico, que tém o poder economico,
estao na fronteira tecnologica e tém o
poder das armas e o poder geopolitico.
Isso vai mudando com o tipo de tecno-
logia ao longo do tempo, mas o meca-
nismo econdmico ¢ muito forte. E nao
¢ sO uma questao econdémica, pois a
tecnologia ¢ poder militar também, que
vem como consequéncia tanto pelo uso
da tecnologia nas armas, que ¢ um canal
direto, quanto pelo uso do dinheiro para
construir armas, um canal indireto que
o poder econémico propicia. Por exem-
plo, os Estados Unidos ttm um orga-
mento de quase US$ 1 trilhdao para o
Pentagono, que ¢ convertido em desen-
volvimento tecnolégico para o pais e na
construcao do maior exército do pla-

neta. Entdo o poder economico acaba
redundando em inovacgoes tecnologicas,
militares e na construcao de um exér-
cito ou de forcas militares poderosas.

Uma das disputas mais acirra-
das atualmente envolve as cadeias
globais de produc¢ao de semicon-
dutores, dado o peso estratégico
dos chips mais sofisticados para
a industria em inumeros setores.
Para os paises que nao produzem
ou estio muito atras nessa cor-
rida, ha alguma esperanca de que
possam ser mais do que apenas
consumidores de tecnologia pro-
duzida alhures?

PG: Eu dividiria essa questao em relacao
ao tipo de chip semicondutor de que se
fala, porque é uma industria tao com-
plexa e tao relevante, que nao ¢ possivel
trata-la de maneira geral. Por exemplo,
os chips muito pequenos, que tém sete
nanometros ou menos, sao de produ-
¢ao muito técnica. Hoje, esses chips sao
produzidos pelas maquinas da empresa
holandesa ASML, que tem pratica-
mente o monopolio dessa tecnologia,
com 80% do mercado mundial. Ela
vende essas maquinas para a taiwanesa
TSMC, que processa os semiconduto-
res para a fabricacao dos nanochips.
Cada maquina custa US$ 150 milhoes,
e cada fabrica da TSMC custa mais de
US$ 5 bilhoes. Entao eu diria que, para
os chips muito sofisticados, abaixo de
sete a cinco nanometros, ¢ um jogo para
dois ou trés players, no maximo.
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Para os chips maiores de dez, 15 ou
20 nanometros, no entanto, ¢ possivel
a participacao de outros paises nesse
mercado. O préprio Brasil tem o Cen-
tro Nacional de Tecnologia Eletronica
Avancada (CEITEC), que é capaz de
produzir chips e semicondutores — nao
esses de sete nanémetros ou menos, mas
os maiores, que também tém aplicabili-
dade. Entao, no futuro desse mercado,
dez paises ou menos no mundo serao
capazes de produzir esses tipos de semi-
condutores, sendo que os mais sofisti-
cados e mais avancados vao ficar nas
maos de dois ou trés paises, se muito —
provavelmente China, Estados Unidos,
Coreia e Taiwan. Mas ha espaco para
paises como o Brasil, que ja domina
essa tecnologia dos chips um pouco
maiores. O Brasil investiu muito nessa
tecnologia e ¢ importante resgatar a
historia do CEITEC. Muito dinheiro
publico foi colocado nessa iniciativa,
que foi inclusive multipartidaria, desde
a época do presidente Fernando Hen-
rique CGardoso. Foram gastos mais de
R$ 1 bilhao, quase R§ 2 bilhdes, para
construir a fabrica do CEITEC. Fo1
um investimento que a nacao brasi-
leira fez e que ainda mantém esse know-
how. Nao estaremos na vanguarda da
producao mais avancada e sofisticada,
mas, pelo menos, em algum nicho na
cadeia de produgao seria possivel ter
uma participacao.

Certamente a maioria dos paises do
mundo nao esta ao alcance da China.
A China tem um programa de investi-
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[a produgdo de nanochips/
mazis sofisticados e mais
avangados vao ficar nas maos
de dois ou trés paises, se
muito — provavelmente China,
Estados Unidos, Coreia e
Tawwan. Mas hd espago para
paises como o Brasil, que jd
domina essa tecnologia dos
chips um pouco maiores. {...)
Fot um mvestimento que a
nagdo brasileira fez e que
ainda mantém esse know-
how. Ndo estaremos na
vanguarda da produg¢do mais
avangada e sofisticada, mas,
pelo menos, em algum nicho
na cadeia de produgdo seria

possivel ter uma partictpagao.

mentos de mais de US§ 30 bilhdes para
tentar desenvolver os chips de semicon-
dutores menores do que sete nandme-
tros em territorio chinés. Como isso ¢
um calcanhar de Aquiles da cadeia
tecnologica chinesa, os americanos
estao explorando esse ponto fraco chi-
nés fazendo sanc¢des — como contra a
Huawe1 —, para impedir a empresa de
competir com a Apple ou a Samsung. A

Huawel ja estava superando essas com-
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panhias em vendas de smartphones, e
agora, recentemente, surgiu a noticia
de que a Huawel apresentou um smart-
phone com um chip de sete nanémetros,
supostamente produzido pela Semicon-
ductor Manufacturing International
Corporation (SMIC), empresa semipt-
blica chinesa, que esta recebendo vul-
tosos recursos do governo chinés para
tentar desenvolver essa tecnologia. Mas
¢ uma briga realmente de fronteira, e
poucos paises terao a capacidade finan-
ceira e a for¢a para entrar nessa luta.

Recentemente, no seu canal no
YouTube, uma de suas videoaulas
tratava da ‘‘desindustrializacao
do Vale do Silicio”. O que seria
1Sso exatamente € o que podemos
aprender a respeito como licao de
economia e politica industrial?

PG: Esse tema da desindustrializagao ¢
muito interessante e diz respeito a uma
reflexdo que comegou a ser feita no pro-
prio Vale do Silicio, com os CEOs das
empresas. O ex-CEO da Intel Andrew
Grove escreveu um artigo muito
influente em 2010 em que retratava esse
processo, demonstrando muita preocu-
pacio com a transferéncia para a Asia
da producao manufatureira industrial
de chips e semicondutores das empre-
sas multinacionails norte-americanas.
Essa produgao, inclusive da propria
Intel, era toda feita nos Estados Uni-
dos — especialmente no Vale do Silicio.
Os CEOs dessas multinacionais, bus-
cando maximizar o lucro, tomaram a

decisao 6bvia de transferir a producao
para o lugar mais economico, porque
era muito mais barato produzir fora dos
Estados Unidos. E essa transferéncia fo1
feita especialmente para a China, pois
o governo chinés soube se aproveitar
disso com muita inteligéncia e turbi-
nou politicas para atrair essas empre-
sas. Estabeleceu uma politica industrial
que incentivou a vinda das multinacio-
nais americanas para zonas especiais de
exportagao, construindo universidades,
cedendo terras publicas, dando subsi-
dios a inovagao, entre outras medidas.
E conseguiram criar um polo tecnolo-
gico fantastico que rivaliza com o Vale
do Silicio. Existem hoje diversos polos
na China, mas o principal é Shenzhen,
onde sao feitos os smartphones, tablets
e laptops. Shenzhen se tornou uma
espécie de novo Vale do Silicio chinés
e virou uma entre as principais megalo-
poles industriais e tecnologicas do pla-
neta, superando inclusive Hong-Kong
em termos de Produto Interno Bruto
(PIB), e s6 perde para Xangai e Bei-
jing em termos de produto industrial.
E uma das cidades mais incriveis do
mundo, pois era uma vila de pescado-
res com 80.000 pessoas e se tornou hoje
uma megal6pole tech com 15 milhoes
de habitantes.

Entao as empresas de tecnologia chine-
sas foram paridas por esse movimento
de desindustrializacao do Vale do Sili-
clo, mas esse processo transferiu apren-
dizagem e conhecimento tecnologico
para os rivais. A licdo que ficou para
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[A desindustrializagdo

do Vale do Silicio é] a
transferéncia para a Asia

da produgcdo manufaturerra
industnial de chips e
semicondutores das
empresas multinacionais
norte-americanas. I essa
transferéncia_fou feila
especialmente para a China,
pois o governo chinés soube
se aproveitar disso com
muita inteligéncia e turbinou
politicas para atrair essas
empresas. (...) I conseguiram
criar um polo tecnoldgico
Jantdstico que rwaliza

com o Vale do Silicio.

as companhias americanas, na reflexao
dos CEOs, ¢ que elas estavam perdendo
a capacidade de inovar e a capacidade
de competir, inclusive com os chineses.
A desindustrializacao criou rivais na
Asia, porque a exceléncia manufatu-
reira foi transferida para a Asia pelas
proprias empresas americanas. Agora
os chineses fazem os produtos que com-
petem com o Vale do Silicio. A Huawei
fo1 capaz de fazer um smartphone capaz
de competir com os da Samsung e da
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Apple, porque o préprio Vale do Silicio
foi produzir smartphones na China. E
os chineses aprenderam, copiaram, e
agora conseguem competir.

O problema ¢é que continua sendo
muito mais caro produzir nos LEsta-
dos Unidos. O governo Biden criou o
CHIPS and Science Act, com uma grande
quantidade de subsidios para convencer
as empresas americanas a produzir em
solo americano, de forma muito mais
cara do que produzir de maneira mais
barata no Leste da Asia. Isso nio quer
dizer que as empresas estao dispostas
a fazer essa desconexao com a China,
porque muitas vezes tém bons clientes
do outro lado.

Grande parte da literatura sobre
o tema no exterior se dedica a
analisar os efeitos da tecnologia
sobre as relacoes entre as gran-
des poténcias econémicas. Menos
atencao se da aos desafios dos
paises em desenvolvimento, suas
necessidades e interesses pro-
prios. Qual seria seu conselho
aos paises COom ImMenos recursos
que desejam pular etapas para
proporcionar nivel mais alto de
bem-estar as suas populacgées?

PG: Como regra geral, paises como o
Brasil deveriam buscar nichos e espa-
¢os que se abrem nesse conflito entre as
grandes nagoes. Por exemplo, no caso
brasileiro, mais especificamente, nao
cabe ao pais se alinhar nem aos Esta-
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dos Unidos nem a China, mas explorar
espacos que surgem dessa disputa entre
ambos e demandar transferéncia tecno-
logica. E esse ¢ um ponto chave: nao ha
desenvolvimento econémico sem domi-
nio tecnologico. O desenvolvimento
econdémico nao ¢ o consumo de tecno-
logia, ¢ a produgao de tecnologia. Paises
que nao se arvoram, que nao se tornam
capazes de produzir tecnologia, nunca
Natural-
mente nao ¢ necessario ser um negocio

conseguem se desenvolver.
autarquico que vai produzir toda a tec-
nologia do mundo, mas alguns nichos
de tecnologia precisam ser dominados.

Entao cabe as nacdes, vamos dizer
assim, aspirantes ao enriquecimento
pleitear essa transferéncia tecnolégica e
barganhar. O Brasil deve tentar defen-
der interesses proprios, trazer tecnolo-
gia e produzi-la aqui. A China deu um
grande exemplo disso para o mundo. Em
1980, era um dos paises mais pobres do
mundo, estava em situacdo catastrofica,
com uma renda per capita de US§ 1
mil, se muito, e ela foi construindo todo
esse programa de desenvolvimento de
tecnologias proprias e transferéncia das
multinacionais para as empresas locais
de construcao das zonas de exportacao.
Entao, as nacdes em desenvolvimento
tém que ter claro esse objetivo da pro-
ducao de tecnologia e a necessidade de
barganhar posic¢oes, de pleitear acesso a
aprendizagem tecnolégica.

Considerando o papel especi-
fico do Brasil diante da revolucao

tecnologica em curso, como vé a
posicao do pais no cenario atual?
Acredita que é possivel ocupar
mais nichos de oportunidade,
ou vé obstaculos a um desenvol-
vimento cientifico e tecnologico

mais acelerado?

PG: Primeiramente, ¢ uma luta muito
desigual e assimétrica. Sao constitui-
das anualmente cerca de 1,4 milhao
de patentes. O Brasil tem um terco do
numero de patentes feitas anualmente

na Australia, que ¢ quase 40.000, ou

Um destaque no caso
brasilerro ¢ a capacidade

de promover a transi¢do
energélica e a transigdo
cimdtica. O Brasil tem
dominio de tecnologias (...)
para produzir energias
sustentdvers. A quimica
brasilerra é muito avangada
e sustentdvel — a chamada
quimica verde. Entdo o Brasil
deveria buscar esses nichos
em que ele jd tem alguma
vantagem comparativa.
Alds, ¢ o que se chama

na economia de vantagem

comparatwa adjacente.
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seja, o Brasil esta muito atras dessa cor-
rida tecnolégica. Entdao ha um grande
desafio pela frente, mas o Brasil tam-
bém tem oportunidades e vantagens
comparativas que devem ser explo-
radas. Em relacao ao dominio tecno-
loégico, ¢ preciso ter um pensamento
estratégico em relacao a quais nichos
pleitear ou tentar avancar. Certas tec-
nologias sao muito dificeis de dominar.
Anteriormente mencionei a producao
dos chips de semicondutores mais sim-
ples, na qual o Brasil tem vantagens
a explorar. Entao ha caminhos muito
promissores pela frente, mas o nosso
desenvolvimento tecnologico vai ser
algo de nicho. A China tem uma pro-
ducao industrial de US$ 4 trilhdes; os
EUA, de US$ 2 trilhoes; e o Brasil, de
US$ 200 bilhoes. A briga nessa escala
¢ muito dificil para o pais, entao nos
resta a briga do nicho. Ha nichos bem
interessantes ai, como, por exemplo, a
industria aeronautica com a Embraer,
de motores elétricos com a WEG.
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Um destaque no caso brasileiro ¢ a
capacidade de promover a transi¢ao
energética e a transicao climatica. O
Brasil tem dominio de tecnologias de
etanol, de motor flex, de carros hibridos
com etanol, agora de amoénia verde, de
uso do nosso parque energético limpo,
para produzir energias sustentaveis. O
etanol de segunda geracao ¢ uma coisa
fantastica. O Brasil consegue tirar eta-
nol do bagaco da cana, com uma tec-
nologia totalmente brasileira, domi-
nada pela empresa brasileira Raizen.
A quimica brasileira é muito avangada
e sustentavel — a chamada quimica
verde. Entao o Brasil deveria buscar
esses nichos em que ele ja tem alguma
vantagem comparativa. Alids, ¢ o que
se chama na economia de vantagem
comparativa adjacente, algo que esta
proximo do que ja se sabe fazer. Con-
sidero que aderir a transicao climatica
e energética ¢ um caminho quase que
natural para o Brasil. =
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“Diplomacy, cooperation,
and responsible technology
governance can mitigate risks
and promote a more peacetul
and collaborative future”

CHRISTINA STEINBRECHER-PFANDT

Christina Steinbrecher-Pfandt is the CEO of the Tech Diplomacy Network in the
Bay Area, developing a new tool in diplomacy globally. Her private sector expertise

is a key aspect of the work for the network.

As a serial entrepreneur, she has more than 15 years of expertise in building
marketplaces worldwide. Before coming to the Bay Area, she co-founded an art
marketplace in Vienna, Austria; Moscow, Russia; and London, UK. She is a pioneer
in the blockchain and art space; she founded Blockchain.artin 2019 in San Francisco
and lobbied early for a regulatory framework. Born in Kazakhstan, she studied
International Business in Maastricht, Netherlands, and Art History in London, UK.

The following is the interview given to CEBRI-Journal in September 2023.

When we consider the impact
of technology globally today,
many people believe great-power
competition has been pushing
the world toward a dangerous
path of growing mistrust among
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the major players. Is conflict
inevitable in the future?

CHRISTINA STEINBRECHER-PFANDT:
We are in the middle of many conflicts
simultaneously. Further and deeper
divisionsare onthehorizon. However, the



“Diplomacy, cooperation, and responsible technology governance can
mitigate risks and promote a more peaceful and collaborative future”

diplomatic community’s responsibility
for managing these conflicts in the future
1s growing. We suggest tech diplomacy
as a tool in this field—the recognition of
the tech sector as leveling governments
regarding the impact on people and
people’s lives. Diplomacy, cooperation,
and responsible technology governance
can mitigate risks and promote a more
peacetful and collaborative future.

U.S.-Chinese
especially tense on many fronts.
What is perspective
in this regard? Can European

relations are
Europe’s

countries help build trust? Or are
we bound to see a world divided
into two opposing blocs?

CSP: Many countries, particularly in
the Global South, see themselves as a
bridge between these giants. I cannot
speak for Europe, but the European
Union is rooted 1n its strong belief in
human rights and the transatlantic
alliance. These values are particularly
true regarding new technologies,
where both blocks have deepened their
collaboration in recent years. However,
there are nuances between FEurope
and the U.S.; sometimes, the two are
competitors. Europe often functions as
a global trendsetter on tech regulation,
while the U.S. relies more on self-
regulation of its dominant private tech
sector. Ultimately, neither Europe nor
the U.S. would benefit from an utterly
bipolar world or a total decoupling from

China, as they all have developed deep

and numerous trade, investment, and
technology ties. In addition, Europe
wants to maintain its dependency on
the U.S. technology sector rather than
ramp up its innovation ecosystem. So,
I guess Europe can help build trust
among all countries and should aim to
be an honest, powerful, and innovative
player in the international system.
However, if forced to choose, most
likely, Europe will choose to stand by
the United States.

Europe often functions as

a global trendsetter on tech
regulation, while the ULS.
relies more on self-regulation
of s dominant private tech
sector. Ultimately, neither
Europe nor the ULS. would
benefit from an utterly bipolar
world or a total decoupling
Sfrom China, as they all
have developed deep and

numerous trade, investment,

and technology ties.

You are the CEO of the Tech
Diplomacy Network. Please tell us
more about this initiative. What
are you trying to achieve?
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CSP: Tech diplomacy 1s an emerging
field in international relations and
diplomacy. The Tech Diplomacy
Network was founded in February
2023 by two practitioners in the
field, a senior diplomat and a science
diplomacy expert. It fosters dialogue
between States and the tech industry
and was spurred by the rise of tech
companies and their influence in
areas beyond national borders. The
network connects the Bay Area tech
diplomats, the diplomatic community;,
the private sector, academia, and civil
society. We work with various partners,
like the Bay Area Economic Council,
the World Economic Forum, and the
DiploFoundation.

1 he Tech Dyplomacy
Network was founded in
February 2023 by two
practitioners in the field,

a senior dyplomat and a
science diplomacy expert.
1t fosters dialogue between
states and the tech industry
and was spurred by the
rise of tech companies and
thewr influence in areas

beyond national borders.
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Our values are:

Collaboration: We believe in the power
of collective action and are committed
to  forging  partnerships  across
borders and sectors to address global
technology challenges and capitalize

on opportunities.

Knowledge sharing: We encourage
exchanging ideas, best practices, and
expertise across our network, fostering
a collaborative environment that drives
innovation,  capacity-building, and

mutual learning.

Multi-Stakeholder
believe in diversity, equity, and inclu-

Approach: We

sivity of perspectives and represent-
ations, mindful of geographical and
gender balance.

Technology for Good: We believe in
the potential of technology to bridge
divides and develop solutions to global
challenges by bringing people together
and making them overcome their dif-
ferences in search of the common good
for all society. We believe in the respon-
sible use of technology in accordance
with the relevant multilateral agree-
ments, recommendations, principles,
and norms.

Convergence: We believe in achieving

pragmatic  solutions for a world
drifting apart by competing ideological
narratives, geopolitical ambitions, and
conflict. Diplomacy i1s at its best when
finding openings and common ground
in seemingly unbridgeable differences

to achieve lasting solutions.



“Diplomacy, cooperation, and responsible technology governance can
mitigate risks and promote a more peaceful and collaborative future”

Our main goal 1s to set up a network
of practitioners that exchange best

field. We

open conversations and expand the

practices in the foster
network by engaging with specialists,
practitioners, and researchers via easy
access to our network. We are working
with other NGOs, practitioners, and
institutions to achieve conceptual
clarity and building capacity. We
have co-authored two courses on tech
diplomacy this year; we compile a
monthly newsletter on global tech
diplomacy matters and organize topical
conferences and in-person events for

the community to come together.

Tech diplomacy has emerged in
Silicon Valley to connect and bring
together governments, private
companies, and civil society. How
do you make this conversation
more global and inclusive? Can
developing countries make a

difference in this debate?

CSP: We have much interest in tech
diplomacy from practitioners and the
diplomatic community in the Global

South,
participants hail. However, their local

from where many course

governments need more resources

for a structural setup. The research
conducted by the Diplo Foundation
and the Tech Diplomacy Network
on The Tech Diplomacy Practice in
the Bay Area shows that none of the
African countries has career diplomats
in the Bay Area. That is a big miss on
all ends. As a first step, it would help
if developing countries appointed tech
diplomacy representatives and defined
responsibilities, even in their capitals, to
which global companies and networks
could reach out.

How do you see the role of Latin
America in this context? Any
suggestions for those countries
in this region trying to navigate
successfully through the techno-
logical challenges of the twenty-
first century?

CSP: As resources are a critical missing
aspect in many countries, collaboration
and communication are essential for
the early stage. Pull resources into a
Latin Tech Diplomacy Council, identify
relevant and key topics, and name
clear tech diplomats by country and
main interests. Make it researchable—
demand global conversation. =
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